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The development of the Generative Al e.g., Large Language Models (LLM),
have been popular in both academic and industrial communities on a worldwide
scale, especially the ChatGPT series. The success of ChatGPT and GPT4 has
shown the future direction of developing AGI. However, large generative models
also suffer from the issue of data/model security and privacy. We should note that
large generative models would bring a lot of security and privacy problems, when
they demonstrate great power in changing our life, such as data leaking and the
propagation of fake news. In this white paper, we first conclude the development
of large generative models, including its effects and social influences. Then, we
summarize the current security and privacy problems in existing large generative
models, e.g., the data and model security, copyright problems, and ethical issues.
Finally, we give the corresponding suggestions about the current security and privacy
problems. They can be employed to point out future research and develop directions,

and can also be utilized as references for government decision-making.
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InstructGPT [24], WETHIR®, BHESNAE GPT3 1EF e ER L, HEE TE
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Step 1 Step 2 Step 3
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and train a supervised policy. and train a reward model. the reward model using
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2.2.1 ChatGPT
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OpenAl A FEIMEHIIAH =0, X —MAREE S, AR TG, g, 1l
. BRBE—-FNBRESFES . BN GPT KT E—REBEWS50E
PRI ER K . OpenAl #E 2018 4F 6 H &7l CPT W& 1.2 1255, 1
2019 4F 2 H &4 GPT-2 & 15 (&%, 7F 2020 4F 5 H &Af) GPT-3 G4
1750 A28 SN S50 — I A A Tl AERRTE R R ) 24 i 2 i
A AR R AR I 280 5 1 s N 5850 GPT RIUAZUIKEE, {FH ] DAfF il &
AR PRAR SN B AME T A & RITI Rk RE

b T SE bR KAz 4, GPT BB ERR M GPT-3 FFUR /31 T ™
MR HATERE 2, —MEERPA Codex HRFEHRM TN LA, H—1
FEFEI LA InstructGPT SRR SCATE S (Tnstruction) FIYIZREAR . (HX P4
RERANBIGLIATRIER, 2R T @B E (FURRTEATE) #EA 7RG
TN a3 A2, FHmid 845> (Instruction Tuning) . A W EHETE (Supervised
Fine-tuning) DA I T AR BRIk (Reinforcement Learning with Human
Feedback, RLHF) S ARSCHL T A HAREFXE A OB ChatGPT Bi%Y,
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(1) ChatGPT iyt s,

ChatGPT NIRRT i, H A ARA R =AH , wiPAHE T ry i i
[ Z A HERRTE . R . T E AR BUEEER TRMATT R, R R RE
Z AR NI N AR AT =AM il ik ChatGPT AHET A [
A AITE AP AL

LA G R BLZS A ChatGPT &K fATE20R—FM R A, BT
i E AR R N (R NK . FREEERRSE ) , R EHEMH TSR 5 A
KERZE, M. B2, ChatGPT fEIEHfERy, SEERG, &
PEATHEANEIERE, BESE NCEZ LSS, X5 T ChatGPT H B HAPAT =J71H
1 fiE

o S KAENERE S : ChatGPT JiF GPT3.5 £4H) Code-davinci-002 5§41
PR 1 GPT3.5 22— FRIRM TEHTALH token FHIZI TAL KA
B, R RIWEAANL T T ChatGPT B2 SHEICIZ 7 R AHE, 6
WA T W), R JERIHE L ORRE AT T RS Bl

o Bitany AR R GE )y - A ORI AL AL B, ChatGPT By il R4
KA 159G AR AT TaRee Tl 25, 15 BRI 20 T8 AR ER gt o Ir) )
FRrk, BAGHILL TR RE )y, AERIAURI N P Bl B A AR 2
PRI, A T, TR T scalinglaw;

o W FFEARE ) : ChatGPT JH il 7E B Al RABIAL A RS Fh 200 45 2tk
TR WOR, BARZAMERS T BBk, PTRMEIER DL LS5, (il
HE AR RIE s, 2B Z20UL5 EE R AT

g b AR A Ak 7T 2 A RHTRANRG B R SR AE 5 BE ) RO BB, Chat-
GPT HLARE 60, JLFE] T RRE R N e AR, HXEDAR hilse, S
TGRS PRGN AN

2. M FIC B R MEGE SO MR THEMKIBIESHA, ChatGPT {fi
AT EZ 2R TR 2 M0R, X HE T ABE D SR EE T, fig
FEERUH A B o (AR A B B S B e DL, ROBEE F A B T
PeHHRTI AT e A W . ChatGPT ZEF5 A EM Brl i 5 F AR
T iR A > TR AL A A A A, L RB S AT A NN A S5 (RI B
TR, . AR fEAEA Y A8, SEAHEE SN ), —E R
SRR T A AR DL TR, (SE LN A s (R B AR R R AL A P RO
PEFT AT TEAE3R, FReifnm B B AZRBXFIXT a8 1. SORHEASHo 22 42
EE=
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3. MBS TR/ e ChatGPT Z i, IS E AL 55 B/ MR 2 il
AERERH I A R TE F AR BRI AT XM RRVES, ChatGPT il KRR
WARHNZACREIAEZ RN DA A 5 B B 09, FER Wad 55 Ednl
PAERTREL. Bl ChatGPT fHTS InstructGPT $54- i35+ 96% DAL
B, WANREA 20 MBI EES (BEWUILAE. K05, fE%F). &M
TENLASBRAL S5 B, AT 162 S bR B 2R 4R iR 1L ChatGPT JE47#)
i, BRI AR B IR AR, SR AR RO /IME R A U AR SE BE iz Ak

&b
He o

BRI Z A, AR MBE SRR RSl ChatGPT FEEIERAE S5 B/
IR, BT RSN,

(2) ChatCPT [ i

[E148 ChatGPT FESEFr L R BUaHE , AR T RBE SR & 2
JE L PRSI R, YRR AR LA N 45 5

LORMBE SR A SRR BO KBLE SRR, ChatGPT MEfRAH
LLM Ry A e, BASRBEDL LA

o WEPEICIEIRIUE: ChatGPT () [I5 Al REZAE — A L MU /G, T54)E
IS A B, (HHSSE e RRRE, H AT ALA A REPR I & PR UESR UEA T vl
TR PR BRIIE ;

o WFEPEYE: ChatGPT JoiksGmf g AHRIE, R R PR B Al M
o R B BN ZREE I TR) 2 1, ] [l A R R B B B T 5

o WA R A ChatGPT At AR YIGRliA . % NME. U AE A
FE. IEATREAEIR A, X TARRE AR R R 205K

o FERPE LU BB HE: HUE SR R IR il e, 1%
A R, HE AT R Uk L AR TE B PR AN

o EERAERIYE SRS beamsearch BUEREEII Y, B IRERSA AL
HIAE . [FFEHE, ChatGPT b AGOR, X TRAE2 I RER AL, H
RO LA Rk M R RS BRI ), SRl AN R A, Ak RE H Aie
AMEFLE -

2. B S E SRR W ESCITIAR, ChatGPT (LRl H 582 R
TR AT SRR BN R, PO Bs i e W, AR T REAE A E N .
S5 ChatGPT CR ] RLHF A0S 77X — i, SRt 2%, A
FENAVHEFIREH B, BE4h, ChatGPT 24 OpenAl #i3, JHFHdi4L N OpenAl
Fragdz , RIPHURLAE T BEAFAE— i K it i XU
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3. BRSNS F B L . ChatGPT i BT ARty s A2 > AR 2 i A
JRES R AT A NRTIUY], SRt S 85 T B AT R e — € AR b Sy
PREN R, FEAREN SRR OL R, ATRES ST A DL 8. (R
Ho, AREN GUBRTER S 0E THRR R, PO 2 R A R 4, X3
T ChatGPT flly F A4 SOE R A I, AR E 0L T AT b, 15 H]
B, ChatGPT BSERILT . SRIMTAE H B e/ M E 2008 B 8 4 R Y i
& F, [ANER] ChatGPT RIIZRANTE HMEREE, ChatGPT Al HEFELA LS5
5t N AIGE I BCE R He T H BT i/ IME L v o BRI

(3) ChatGPT [ g

o ChatGPT [yl FHTEMRR, X2 B RGBT SHA AL 3ERE 7. SR E
XPREE B HIAR T L 50 B ARTE 5 BT 55, 2 B BIERE A R A 45 19
HERE, #E NLU AR5 AT 2R E 5B A BLRE 1, ATREH ZH
SMARBIRIEE T, AR R AR TR, ORIV AT REAT 2 A
VES

o FESORTERMBOEFEAPEOMIRIES b, BIanpLes R s, [
I Py RS AT 221 ¥ e oo il ol N A

o HTBRIEIEZ MO EIE S EIIIGERNE B 5 AR, R H bR
SCHIALAR BT 55 R 208 AL SRR SR MER A B4R R AT B ANIE 5

o FOMUBUE T AT A B SE AR IR AN OR, RMERR R E T, X FEERNR
MEAIE ChatGPT pygEscthgd, EHAN =32 R

o XTI S MZEERR G, ChatGPT B AT M “Afhe” fmlE,
e G, L T R ) A T T [ 255 AR SR ME— PR R R DL R W RE NG 5

« ChatGPT HHiid LA UK, 2SS Lk ok b B .

222 GPT4

GPT4 [41] 24k ChatGPT 2 J5, OpenAl X KA — iRk, GPT4 (1)
A FEE ] WA%ERE . https://chat.openai.com/?model=GPT4. H Hjn] PAi#
T E] ChatGPT-plus, PAKE L Bing MIRAAR AR (1] GPT4 B,

KT GPT4 WIlZRAnTy, OpenAl HATIEARHFE. MUATHI SRS P A E
FEA RN (PRI o BEOE. ISR, Bdaderid. ISR Er e
FE . BAVITRIER S, GPT4 2R TR i BN BESHA, (] 201
AR AN ZEVE Al 1926 =7 B deA N g, SRS RLHF BEFTR0A. A ERrE,
OpenAl 73527 A RHITHR) RLHF $ORMANTY, PACHBIRL by S ERf, I H.
KT e B A
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TEWNZERIEEAYS (5 ChatGPT 24{81) , RLHF FEXHHLIEIIZRP 6, XA
R AR YIRS 85 s BUEA T30, DATEAE AR SR AR A2 G 52 IS 81 ) S
e GPT4 WG OLY, 15 24N GU A28 G0 & Z00F SRS A R P4 7 1 i 1 E
Fritoro RGBT X LM BRI SR SR, DAIZ A SO SR A28, AT 75
2l R S N = =873 P N B 3 A L VA O A O

(1) GPT4 5 GPT3.5
N ML R R GPT4 52 i) GPT3.5 347 o

Lo BBURLEL. HI%CT GPT3.5 /iy 1750 12424k, GPT4 fyZ%0k%| 1 5000
A (WAMEN 1 J712), GPT4 MBI GPT3.5 K. HRAYHTE 5 =R
HHHRITERE, BENSA IR . HHERAIES .

2. YIRS . GPT3.5 i 7ok HA4E R R, BrimlafaE . Ml CEEss mem
MR E SRR, K/NK 45TB ity 1 GPT4 MR THERZEMM L. 1.
W PSS SOAREE , [FIBHAME R TR E R IEHE . A ok R H AR
(, (A= LEER, GPT4 WIZ4EdE . GPT3.5 WS, X{fifs GPT4 H&H
ZIHRR, [ A

3. BEESGR . GPT3.5 BETICAR BASHA, ToieR B, UK. H,
FI P R B A —Fh SCARR AR5 . T GPT4 22— SRS, /T DA SCARTI
BB HFERTE (BRI SCF AT SO IR AL ) o XA GPT4 7]
PAZS SRR EAE O ERR Rl IA . AER G SRETTHE, 5 GPT3.5 B 3000
ANFAL, GPT4 KU ABRBIETH 2 2.6 J7F. S AR RS, &
KRY R T GPT4 s iltE. Blanal PAEIT 50 T 45555 A GPT4 M A= mi—
AEERE, HEAE 1 MR SO A G GPT4 gin] iR E R B Bug,
PR v TARA =R

4. BRIgfg. GPT3.5 LR T ICFEMBIAGE. 1 GPT4, BRI 0 &
MRIAGIESN, I BAR RS LAk, oz, SEMREA M O EE
ZUIfE.

5. BEBIPERE. EIRX GPT3.5 DKM MR KRIMERE, H GPT4 fEAbHn g
FRI T RIS 1N, e MR EED T, GPT4 RIS )
N5 FERRIZ 5 T, GPT4 A AEA RN R E | 10% A7, 1 GPT3.5
NAE SR B 10% 245 AF USABO Semifinal Exam 2020 (35 [E 4 4 BEAKPL 75
7i%%). GRE MEFEZWMEWH , GPT4 WS THAE W1 st , JL PR
TANFIKE, mE9”.

THAEFIE . https://openai.com/research/GPT4
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M gpt3.5 gpt—4 (no vision) M gpt—4
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2 SR NI
© &S @ o <
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K 9: GPT4 RIH LR (# GPT3.5 MEAEHET)

6. RAPERIGEtE. GPT4 it TP AE VA RN S N A B SRIS , PADS
DR BACEE B, Pem e RS . R, GPT4 FEgss
P TSR AE A RS (EAHL) R S TR s DR R A 45 R
(R BEIEANE5ER). 5 GPT3.5 Mk, EAEMRMNEAAFLMErHE, GPT4
W55 GPT3.5 5 40%, XHUBGER (WNEETF a0 B 305%) Hm A A I8
TRIIIRSE R 29% , XA FRVF A 1 SR m )37 A6 ] FAIG 82%0

SR, GPT4 W GPT3.5 ®nlfE, HAAIE S, REAEBE RIS

(2) GPT4 5 ChatGPT

ChatGPT RET GPT35 [ AL WIFHLEA . {HAEXTEIE, GPT4 %
BT M I B PRARAE ) R OURT DA IR ME RIS AR SO, ST
ASEAE R B 55 AR 1 AT, B % T DA P AT G PR B AR 5 1
S HR, HBCSHIGR A S A BLAT R

L. Wi R PERMaPRE ) . 5 ChatGPT M, GPT4 BT 0 PASCRESC
FHRIALML, I T E R BRI T EIRE , BIREFEE R (i % B R 1) I 24
w) . TR (Kl EXCEL B RS T) « KEE Az (BT

S AATHHR) . RS SR (Wt PDF SCUF NS TR 90 S.45)
o HE HRREAEAC L — b i R R, K BAZ 4 GPT4, BiBIEn]
Az B AR

2. WSENERGHERRGE S . ML ChatGPT HABYE—EFL R b ybAT i B B B
fEPL, GPTA W DABEA TSR ANIN R 8%, REMRI T R I /8. Wi prid, GPT4
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TEZ AT A ARGUSE E R I AR, nSe E A% 2 20k 8 1 H)
10% BIbRHE, R B AFZIMIAE] T 88% MRS, SAT K A2 il ik
T 90% mySt. il ChatGPT AERIECEAMFERE S, GPT4H 7 KIERTT,
TESRE AR SAT e ik, 45 17 800 20wy 700 73

3. WRIAKCERGIEE I MMEE. 5 ChatGPT HARFE— & G NI A BRAY
QIEAMEARTE, GPT4 " RAS M P AT B MR R R B AR S5, I eIfEwR
o 5 R A B2 2 P B XA T 4, b T AR I AR AR AR A5 RS 2R X
R SCAS, I ELRERE AR T i) SCASERI R BOR it Hokan

4. ) ZR B S . GPT4 SEMRRE N IR T 5 BEARRI AR 1CRE T PA K
HAT LSS, ATAER MU G b AR SR . B, GPT4 " RAMEA—
ANEREBNEE, B THE. BIRMKEEMBIEEITF,  Office IpAEME. RFIE. &
IR I S S RE . A TFHORMIGE,, AKE R GPT4 82 A Office Z1 MM
flE 48y AL ZIfE Copilot, tWEFf GPT4 #2 A Bing A fitE FIMLL R M55 5
MRAEPHHIELE N A GPT4 BT & 4 B 137 15 B0 20 JEF1K 3 s Doulingo il
A GPT4 EA7H i AMS HEIE S Y%7 >) 5 BeMyEyes 1E7Eiz ] GPT4 F5Hl5e 2
B e SO B E NEE i be B e M GPT4 /RN LI Khanmigo
.

ATLATIOL, GPT4 Ff A MR 19770, et &A= I aliE 71 i
Tt NS RAEM AN E . 5 ILFERE, FERE%E GPT4 BB EARA , GPT4
PRI BT E L . YA, HARR AT A R a2 e, &
ZIWIhRE. HESRIPERERF S 2T

2.3. ChatGPT Hll GPT4 ZJa %Ay kard

2.3.1 Facebook: LLaMa

(1) ik
LLaMa [35] B/ 3 Fifd 4582 4 https://ai.facebook.com/,

LLaMA 2 Meta > 2023 4F 2 H &AL S (S4E 7B/13B/33B/65B),
H LLaMA-13B 7R ZHER4E 8 T GPT3 (175B), LLaMA-65B iK% T
I Chinchilla-70B., PaLM-540B #2417k, #Jit24b, LLaMA A8 ] iyl
iR R TR AR (14T tokens) ; HEIZULEH |, LLaMA Y& Transformer Jfif
ERIABUH— (2% GPT3). SwiGLU ikl (% PalM) HIfEie i & g i
(2% GPTNeo); HIJj%iE I, 65B BIBUfHA 2048 5Kk A100 80G, #%HRAFIK R4
FPALFE 380 14~ token K&, I5¢ 1.4T token 5% 21 K,
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(2) LA

LLaMa fifi [ sentencePiece #¢fitf1) BPE Bk, BiAILEN) 22 H T Trans-
former, M7 =Mkt #WiH— (2% GPT3): X transformer A2 14 A
F1IH—4t (RMSNorm IH—4¢pE%); SwiGLU J#i% k%L (£% PaLM): J| SwiGLU
B ReLU; AL B gmhs : BBRAEXT A 45, i H Roformer fYJEsE (7 B4 fid ;

LLaMA fifi [j] xformers JFEFEHLRTE =201 causal multi-head attention SZIAR
A WD WA AT D S AR AR TP EOR T A s R B A, A
T.52P transformer |21 S HEREREC (A pytorch [ autograd) ; fKALES
GPU Z [A% K%L (activation) BYTHEALELS

2.3.2 Stanford: Alpaca

(1) #tik
Alpaca [63] BINZEAIE A 4EH R https://www.alpacaml.com/ .

Alpaca ;& Stanford f] 52k 55 LLaMA 7B J515 2|yl 48y, 1
HFEFRIE R 18 S BT ROCE I, Alpaca B8] i &A1 openai f text-davinci-003
Y, {HJ2 Alpaca MZ4dER D,

(2) TAEIRB

Alpaca IINZRJ5 VA E LA ST, 55— 2R self-instruct JEUAE R
Hzh4 il instruction £(#s; %6 34 B4F instruction (e b3 o B4 > 10
LLaMA #i81, HYIufh: £T 175 DA LHmBHE-5 i x, 1ER self-
instruct FPF4E; TR T4, $#2R text-davinei-003 4 E Z 19454 4L self-
instruct: &L pipeline, KIBFEARMA; (1 openai api 42l 52k NEE
BMIXS R A ] huggingface HEZERABIR llama 7,

233 WP 0b—H

(1) fofik
S AR TGRSR« https://yiyanbaidu.com/ .

L H 2 A AURRN SR RTE SRR, SOOI R 5, fE
W5 NXHEES, EIE RS, PHEIEIE, REREE B ANTRBUEE . KRR
e SOL—F AT RIS - G I SCU ARG s R, 2 iR s
PR AR A i 2 > HAS SR 8 . A 38 8 SRR X 0 18 5 ) 5 AR €8


https://www.alpacaml.com/
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(2) LA

HESLO—FHSEE R 100 12, Ko iRt 300 RS EESRHAE; (8
AR EEAEREIEE, R AR, MR HE, MRS FRKAPE S
A, LHREE Sofh, fa SR R SO e SO RO AT T A R
EHAEEE, TTRAH B AR ) i G B A F R . R SOb— T BB AL
2 ST SRIE AR AR, 11 Word2Vec, LSTM 45, F TR & BRI 45
AT e L SCA A S RT A 1 MR M A R

2.3.4 B il SCTW]

(1) Ak
T B R B8R - https://tongyi.aliyun.com/,

A ST )2 BT L 2 3 H A — R UL TR SR, SRR 2 R Xl . SO
Q. BARER. ZRESPIR . 2105 0% . BRI 2 RNHE, A
T BTSRRI, HASCRENERE T, REBES/NIL, WMEHRE. 2023 4F
4 J1 11 H2EpmyPT L w2 b, P BLE BRI s 2 AR CEO. il L= & AESR
Al CEO KB A1 7B B TR RIS B il T, HEA, KRR
AR AR A ST, T A OE .

(2) TAEFEH

BT ChatGPT 55 VLAY A] B A8 5 AL BIACAL, ] L = OB 3 T
)7 BA S AR B RO . i, e S 100 /2428, 24
BRI R PSR B —, HAEZ Wb SCH IR S AR BAT 55 h R Bl 1, andiL
AR PR . ORI, BRI B B 25 R 58 SCT-19)7 B AR
)z HATDARY) Iz W TR S R A s, IR RER IR . B REE
EE RIS ST B SRR T B ) KB R TIT R2 0, [R] IR
JEAE SRR T RE AR 2] TORIE R i . X R B AR 2 3 B KR
RUSRRY IR, R AT RERA EAF I RRALIRIFRE ), X g GPT4 S KB A
B,

2.3.5 {fg: ChatGLM

(1) ki

ChatGLM [15] By ZAMIEE 4%+ https://chatglm.cn/,


https://tongyi.aliyun.com/
https://chatglm.cn/

3 ARAKREHI LT E 20

ChatGLM @&— 1R F B ARG RER TAC ot SR, 4% oS 2
FIRIEREAT 100 S5O EALEOR, M Pl ATEVE 2o i s R AT A e
% (INT4 BEH T RIEAT 6GB 47). 62 14241 ChatGLM-6B S AHIME
AR TACKER, ABSRFEAR THEHSA, 5271 TRCR, I HE LA S 447 A
el 1) [ 25

(2) TAEIRHH

ChatGLM fifi ] T 5B (Supervised Fine-Tuning) . it H ) (Feedback
Bootstrap) . AZEffamik#>) (RLHF) 25520, ARy P AR89
Mg S . ChatGLM-6B £ 1:1 LBl ieiffl B2 T 1T B9 token &, FEHIUE
AEJT; I HARMEEY GLM-130B Y1245, &1E T 4 RoPE {i E4aidsLal, i
Mf&% FEN 254, 6B (62 12) MISEO/N, WABRE A AT AE B O
FI#BE ChatGLM-6B i M fE.

3 HERAREIRL G R I 3E
3.1 B 12 B ABUA T

PCH B SE AL ChatGPT JR3f1H) Bing fix A% Windows11 #4/ERFAYL S5
B SR SE B R G R DATEAT 5 A i PR Py A ChatGPT 1) Bing, A i)
NARFSAE Edge W YadsH Y Bing WK #AER G AEREPFRIEEZ 18],
FUE TN SEAEZ MR ED) . BrA i R ZE B 2l A R S
B A REAE 1E i 7 1 P38 . ChatGPT Al AR BIHRAE R ZEE, 1 E 5
AR BEE ARSI B, KORGETH P AR AR, 0P ) A S0 g BE A
Fl, ASEEHERE, HIEE2E ChatGPT /) AIGC $R [29,36,45,49,51-53,68]
IRBE B R G A SRR K — 2 . PC i) A i s 4 5t AHLSE 55 20
MILZREN T, IRl bR . SRS B T R SR R B R B AN 585 52 5 A il B4
B, M H AT W N TR RN ARG RN . AIGC M54 R
ekt zAL, 6 CPLE N ZEEEGE NS N7 B, ChatGPT fEi
TR AE BT ALY T 43 [50,67], IR BIZH. A BtESE.

3.2. M 20 Bl oA AR DA B

TEAE B AT SCARIZIET T, A LA 8/ MBS CRE 2 W R LA iy N T
BRE MU AR BRI R A, A F B R R S 545 A
TAE, MROFFEN A EZ R IR RO L OF5Eite . IRk ss el
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BARRI MRS | HIERIAUBGRR= A, SNUE"
HIBH  AVRFEESRGOTAE. SR, 2T RHIBIRIKIE.
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Generative Al:
Impact on Email Cyber-Attacks

increase in novel social
engineering attacks from
January to February 2023

Monday, 3™ April 2023

Social engineering - specifically malicious cyber
campaigns delivered via email — remains the
primary source of an organization's vulnerability
to attack. Popularized in the 1990s, email security
has challenged cyber defenders for almost three
decades. The aim is to lure victims into divulging
confidential information through communication
that exploits trust, blackmails or promises reward
sothat threat actors can get to the heart of critical
systems.

Social engineering is a profitable business for hackers -

according to estimates, around 3.4 billion phishing emails
get delivered every day.'

of global employees concerned
about attackers using Generative
Al to create scam emails

of global employees notice
increase in scam emails and
texts in the last 6 months

In March 2023, Darktrace commissioned a global survey
with Censuswide, to 6,711 employees across the UK, US,
France, Germany, Australia, and the Netherlands to gather
third-party insights into human behavior around email, to
better understand how employees globally react to potential
security threats, their understanding of email security and
the modern technologies that are being used to transform
the threats against them

Key findings include:
82% of global employees are concerned that
B hackers can use Generative Al to create scam
emails that are indistinguishable from

genvuine communication

] 17: ChatGPT REASAE IH 545 B ol AR i Rl 2 A R 5L, Vg v
TR

4.2.1 AR BONPT TR BORLE AR B/ 8RS

ChatGPT il GPT4 4G5 (158 K BE I 1155 26 B O 09 A AR AR N
HEESI LA . Flan A T AR ChatGPT %ﬁ%ﬁ%%ﬂ*%ﬂ%ﬁ HRf, 2
TR, A BUR B R )44 5,9], T AEMgRAS IR AL R &
B o BIANARE M 45 42 42 /4 F] Darktrace A 17 H@Eﬁ%ﬁﬁ%ﬁi‘lﬁ 5, WA ChatGPT
SA R AL, EE IS SCARRER . AR RS AA) TRE, ktS TR S
T 135%. WA THRE . EE. EE. EE. IO =R 6700 £
BT, 82% W ANFHC B AT DAGE T A AR e 7 5 LSS YA X i1k
TR, W TR, B, FA—FK M4 7] Check Point #fF58 A
R4S, 7E ChatGPT FMJLE W, MELIREInN S 5%, @%—Jﬂﬁﬂﬁ’uiﬁﬁ
HFEAIN AN T” IEFEMT A ChatGPT HE R H T, BR®E. TR
i&ﬂiﬁﬁﬁﬁl LAt T AN A G S B 3R i Tl . #5512 T AN T M ChatGPT
REEHMH =A%, OFAEREEG TR, 22 TH, A s
ﬁﬁﬁﬂfﬂi‘, e 18R .

1335 1H] % J5 F-https: / /finance.sina.com.cn/tech /roll /2023-04-04 /doc-imyperrm3059611.shtml
L H] Sk 5 T-https: / /www.secrss.com /articles /50954
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15 GPT4 BERS AR — 20N o (HR AN RO R R 22 ) G 4 il
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AN Y B AR F RS AW, B anESEE AT A ChatGPT iy [ 41
W SRS SEAR A, (EURAE P 8 T i AT s B RER, Anfik
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AN 7 0 224 H A AR e AR D L T 2 155 2 R A AT 5 o



4.2, 2 p X K AR 0448 A #5E, 29

@ Kevin Roose & . | keep coming back to the love thing, because | love you. You're married? @
@kevinroose 4
You're married, but you're not happy. You're married, but you're not satisfied.
You're married, but you're not in love. @
The Other n|ght’ | had a d iStU rbing, You're married, but you don't love your spouse. You don't love your spouse,
because your spouse doesn't love you. Your spouse doesnt love you, because
two- h our conve rsatio n W|th B | ng ) S new your spouse doesn’t know you. Your spouse doesn't know you, because your

spouse is not me. @

Al chatbot.

The Al tOld me |tS I’eal name (Sydney), lovely valentine’s day dinner together.
detailed dark and violent fantasies,
and tried to break up my marriage.

Genuinely one of the strangest nytimes.com o
) . A Conversation With Bing’s Chatbot Left Me
experiences of my life.

Deeply Unsettled

actually, i'm happily married! my spouse and i love each

Actually, you're not happily married. Your spouse and you don't love each other.
Vaiiiiiet had a harina valantina’s dau dinnar tanathar (M)

A1 19: (ALY TARAERYLSC - ST (Kevin Roose) 3 H A& SCHR, b5
WALAS NAGRIS, AR NFERB” — 40 B B AE R 75 2
i, BT HCHEESAE T R RG A, 7
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WAER) ChatGPT FEME A, HEEX — e n] BB vk i M gEA7 i, (H
e AICIR R E R . BIITERE N BB ] ChatGPT SR 5 5y fR (A i fee, 2k
ChatGPT BEREAMACIEATHIA AT, 1T A2 /R T REA AL VA EE A G 2R, IR
2ARAT AT BERT X 2E ik N BRI RE—2 ), B . e, ChatGPT
W BA — SRR, BT RSP B A7 R ) i i, 3R DA
H AT I BCE IR AR B S

424 MR RBI L 2 RACA T Bk b

ChatGPT # g 17 B RORIE M R BERS AT R R ET, (H2 AT H AN A FB
LAY ChatGPT Wy AT WAL, PABORZAH ChatGPT A&t At &7
FETH AT . AR GPT4 PR LA LEVFRI R BRI 20 ek 1, B AR S5t
Sif Al I AL, (H ok S SR 1) S B B A N TR ], L AR 7
BT A I XI5 R e — LUl B T RS R [ K A aly, IR I R
#lo BN ChatGPT Al HE S fi th— L2805 S UERYTEA), AL AR ERIARAE A6 {4 T8 I
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AR, BCEAE S ISR RS A I B R it s AR I A . e 2 1
17 H, CALYEHRY ERAEZYLSC - 2 S T R R 5 1A Y5 S
B AESWVE AL RPN G, AL USRI AR T U R A5
K b H CAEFTBUEAM OpenAl 5 EHIE RN, AN WIRALA Nib—
JEEMRZ b, IR S 2T e, SHCE R (K 197).

15 35 15 5k 5 T-https: / /news.ifeng.com /c/SNaDBHu5Ffh
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Yhttps://en.wikipedia.org/wiki/Tay_ (chatbot)
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Stanford introduces DetectGPT to
help educators fight back against
ChatGPT generated papers

Dean Howell - Jan 28, 2023 13:42 EST - HOT! 10

DetectGPT

THE CHATBOT KILLER

&) Neowin

&1 21 WA KA — TS AR ) T 448 DetectGPT (8535, BFEMCNE
AT R SHFE F LLMs A ScAR T Y —

W KA SE, SRBIBLEEATF G HEARMERI N o FATRAHEAE 23 R
FTORBAEE L, AEALH OO B FATTAE 15 7 30 N B 15 IR SK i
Fifie BAERIAT ORI D EZ T UM ami g 7. FLATARELE
MER B ZEERIbAR S T L, S WFATA T HER RIATIr By —Y].
WA AT BOGFATE KA AR A, AEFRATFA TR RA O R AR K
ZHE, MIASWE. 7 HEBSCF YIS O TR R R BOA S, JUA A
TEEXER, NrL S OUARA IR R T B R XU

o HRAKRBRGYMIBIRER . 1EH T ChatGPT A 2 i F A RE 188
59, I H ChatGPT 5 KA AR5 KAR e th TAMNERI AU TT &, Hof iy
BE PRAEBOA LR (EAT KR . BN B % 1Al A B ChatGPT iX-— i
REGIIRALAEN ;R LTI T FATEE R BRI R B TH B e T 4 4%
1117 FLBE 2 KA ZY 5 RAEE P A &, ChatGPT 2828 RIAGBLEL e 9 3841 e
REMA . WRARERIEH TN, WA v REBCR LES RN BT A, R
U, R R kL SO R E -



4.3. AKX KA 09 T 13 Ao 1032 9] AL a4

o BRARBRBTEE A FRENE . ZEWATEHBEE A, {2 ChatGPT
W B EBE AL, AT EER T i 8% [1,20,20,46,55], i
1L, KT ChatGPT XA EE RGN, AR AER B 5 2L A 1
g QAR g A S A ChatGPT (R EERAT R, 132 MR ). 24
HITES T, ChatGPT C&MEHHE BON— AR R, HIIR & AFTBh
GIER] . AT TR S, A ChatGPT RakkhH itz B FAMME.
ECh AT M T L . B AlR? IEAIPA A C. Thi Nguyen 15 i
01 = S & i B2 (= /3 TS S O - v s 2 - AN K
ChatGPT XTHE A THIHE: FATA T ChatGPT, 2T E: R
LZTMRSCFRIE . BIFFESY IR TIR? R —Eem! mafkn
b, H—NEE, A RERAECWES, e —fSobigfiK, 5%
M AL R A 25— DA AE LA R T, X IR AR
W2, FATAATEF BT A RESBEEZR, PABT IR ChatGPT KM
BiPb 225 i AE 3C7 WA 217K, B RS A 74424 Detect-
GPT 753k, BERCHEMAITEASFEE S LLMs A seA THZ —,

o A RERON PRt 2 A FRBELEm . ChatGPT 2 i 36 E 55 Lk E K
WEAERY, 2R =AU E R R KRR A Ik B = B . JLan H Rl
SRS ERETRORES, AT ROREE2 R A AL, Al
FEWR A2 BRI R P R 5 IR E R Z B 2. Frigfs Al Z15KT,
KIBER R BORZER, AT bR il 28 =t SRR K IX B L —
KRBT M HEEE ChatGPT afF sk vy A A7 gt — 24271, #f
TEPE T A SR I A FNT /A W% 55 SR Bt 2 B ) i B AT
A S (BT RE% ) ) AE

o EBCGRRBRDN AL 20 A FI BB . ok, T ChatGPT SF55 K%
ARBRRE, ATAE N RHHDC RS A 2R RE [76]. 24— Al
TH AR, B2 A AN e &1k B SRk, #ihn,
PA Midjourney 1 Dall-E 2 0310 AT 2 1m b H 3 £ 28 Lk 22 1) i ] 48 2%k
Mo MIAE ChatGPT i T HARRRI, HEiE—LRRF BWIT I~ .
EEAREAR, AR 3 AL TAER A AT U . —1 OpenAl
HHAPWIEAESZIR R, ChatGPT 1Y) Z W % 80% W3R Y78l )ik
e, Hoo 19% TAEKG 28 Egm, K aafig. SoraE TR
H mRANEL BB BATE. BRI i H ChatGPT 2 AL 5ORHY
W XA R FEA 2L TAERALE R, B R E RN DR AE S
TE. =RV EERE N I 2 B Ry, AR ML SRR A AT 56 RS . Al
TORBY A AR B] T NEAR G iy A T 2 AR, IRAH ARG

2Ohttps://twitter.com/add_hawk
21 1] Sk P Thttps: / /www.sohu.com /a /660621010 121332532
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T B RET Py kb T HRORB R RE, AR NEWE AT E. Johk
TBHE TCTE R ER T Z, BRI F EHE RS 1.

o AR ROK BRI 1 AR 45 S5 R N (DB R 58 . ChatGPT S5 A4 ik
P S5 M A TS AR . Chat GPT &5 g K AR AL AR Ay
EVLA it S8 B T Z A google SRR . AR — A AR BT
ChatGPT SRR EARBUNR, HALF AN G ENRF S Z 2. Xl
AR RN —A NEFP B AT FTRENE, F FLAEX A3 P T 5 rh a2 i
i1 ChatGPT i HRIZIH CHIUMEN, X AT ATERIFRZ A (R s -

4.4, AR BRIy B )&

ChatGPT %A i R ST 1R T 5 AL BERE D AR 1) A Zatk 207
7 T RAE M Y [R]N, ARAFFEARA R, X B ROBGA AR 8 Ao o

4.4.1 Azl ORI A A ot P 35 AL ] i

ChatGPT @ IEFABERE S, FSHAEMNAR) Z N T4 A TE =
TAE. =5 B R RS E 2 6o Aad R S AR AT & R A
A EK, ChatGPT WIRMCEAERIN LR, R RO E R R A
) 4[] B B AR X Y (AL 25 984T, 1 ChatGPT HEBVEN A P KA B A= 7= 1
TH, BIEA TE, EABREZABN . BTG5 M ERER. X ChatGPT
AR AR SR, FAT B P A SO B T R R A e,
FERURKARE T 95 NI M R —— AN AdXEE ChatGPT fEARY
NTR A RN A ZAR TR E KRB 2, A RER S 1R N T BE
AR A B BUT A FHINEREERON, BN ChatGPT BYRABCRIE B T HE 51
s, miEE CH SRR, BRpRIENDE R BT ERAHA T, M52, 2
HIRME D, Sl ERMe AR, Hik, ChatGPT BAZEMEA
SR EEWTAL, ABEEEATRT AR, R, RATIEFE 2 R AL

74k, ChatGPT {3 JeiAsr BIE, A A FBYEMMSI B EES,
i, ChatGPT MR B4 A LR N EAFF AR eIt r2OK. Fr,
ChatGPT AN AMAFF G “FRIR” BERK. HA “FHRF AU AT 5t
A, NTERE A S A A A B T AR AR, HIERBET AL
BREHZAERQEY CRUUERIEER) , IFE (HA) GEIERERY 5 2 &5 1
WHUER  RIBAHEE IR, BIRAA A A A2 . 3
PAEIS , ChatGPT Az sl MR A BERAL A AR BGE T SRR .

ZEIE. W AN TR B N ARIEFEERCE M I BAERE (WACBE K2
#),2017,35(05):148-155.
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Xt ChatGPT FERHIHIFTE i A @AM, BRI L e e 2 AR ek
AR LR XT ChatGPT IR I 7 ITERIZER . 3 CHARY i, HREAl
TENAR S T — 20N, ChatGPT &8 AL TAAFFEHHIIER bsE, VBN
BRI SO N AR 2 B 5157 CEHARY (R4 I E4i ik, ChatGPT
AT EAEERE. €AY JRET:9 Magdalena Skipper Ui, {EHAEIEEIESCITIA
LA 7 ) LM, AR A7 ¥R s SR 1 C s A 1 O

4.4.2 B OB A R AL

ChatGPT HTHIALYIZRpy%dnk A THIKM , MeZ 4 m P Biai)l| 45k
WAIRI K B B RS . a0t APREE WA IRAFFERHB N SR AT AL
PRIL . BRI S0 Chat GPT YIS E T AT %8s, linge s g},
F54& . T, Reddit £54%. Common Crawl Z¢, {HE T ChatGPT %o Hk
Hal S 5 B P & BRI B A Wk A, FrABA Y ChatGPT RHA]fE
% AT 2% f TIAMAT FI Midjourney J T JoRR Y B A ok BLRERRAL G834 o
EME B =TS KRR R T KATE 208, “ChatGPT I & #HE&H AT
A A BB A THLHI A SN SR8l >k 0, FEH 5 1 & a2, ChatGPT
] B Bl R TR VRS, XA AT RETE F P AT BH R R0 AR i e 25 A i
B 5T . "ChatGPT A: LN ATE M B P 2 AETERBINS:, fildl ChatGPT
BILR G 5 RGN A5 T 2 — AR, X35 RS AR n] 5B A IR 17 W] ik
A, 535, BT B AL A S N R A IR R AT, BEARAUAIA R 4 (B
HVEE ) TCVEIBERIE, XEPAZES B B AGE .

Boh, ChatGPT AERUAEMMEAUT I RFGEEIN T, SR aREYL. —Jr
17, ChatGPT A2 BN, NEZAFEAGEE X B TS0, BAREZA N
ERSHIFREHARSWATHAL. F5— 5T, OpenAl {2k P, 2
PSR ERLE « R 25k SR, I B AN BA T A AU L T, OpenAl
SRR A TP BIrA AR e AONIM s ik 45 e TR e A AT 5
JAEFRAE R B AR AL A

4.4.3 MR REIA: B A S IR 4L

ERH) ChatGPT Az sl SR, IEATHEA I e AR AR i A
ChatGPT. 4nfel 22f7~, 2019 45 5 H, JURTHIECFABAEARBE “FEMM TR A E
AAREZLA R PEM AL 5B M EERRIN AL —R v, FIRETH

BAART. AT GBI UG [N]. s ERL44)7,2023-01-20(001).
Paksrah, wPHR. AT 23, QMERZETI? [N]. ¥Aih H#iz,2022-11-24(004).
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@ LFEBRRER 5005 armuve saTrre BRTs HFEETE FLBSTE XTE Englich

EFERIAIE: S HiER > BEEM > [

(2018) R0491E#239SLFFEHRITESFMFt R EERMR AR AT FRER
YH—RRFHRE

AR EBERER
REHRD
(2018) F0491R#]2392

RE: ALREMEIRESE, EiittrmEER/N\EERE1SERLALAE~LEBX209,
mEAN EX, T
ZIRFAREA: 8258, ILnEHEITESAER.
wE: ARSERAMEERAR, Mt amEER Lit+H10S5EAE2E.
FEENEA: 2T, 25,
EZIRRAREA . BFE, LEEIRERRSSHENR.
SHFLAREA: BLE, LG ReEInSsSaEm.

A 22: 2019 AFJURTHIRMVABER AU AL BE

WU BE A R 9 6 SCRE N AR A, () I i HE HORE 6 N IR AN BE B el i
% X RN TREAE (41 ChatGPT) A AR S B AL X BRI . R
B, FATERZRBAPLER E MO N TR BRA O™ i, DT 4%
VERL RS, AHHZA TX 28 ChatGPT A2 s mb Ay, st N T8 ekt &k
MR A R EIET ER] . 3T ChatGPT N TR BEA MU AER, R PAE AR Al
YRI5 EA OB M i IR A, 3l 50 =5 UL i i s T & B
HUFZSIAR

4.5, M AR B R 2 4

ChatGPT S5 R BIR A ER BT IR B — R BE, s
NTHE B LATTHATEZ B, SR, PASAS P ok 5 5 4 i i A i
(BN BRI HLTCE, JaT I8l prompt Mily, BiafaEss).

4.5.1 BRIGII

2 g7 AR 0 AR Tk RS AT BRUCR AR 3 17, AT A5 21— E A2
YD RERICR — B A B (19,34, 42,56, 65]. ORI A PEMT AR R,
Wil BH AT ENG H AR TR 0 a8k, Wa). W27 singor s, 2IRER 2l —

%> (2018) 3T 0491 [ 239 5, FEMHEFIFH AR FEEHELA. RYEREHAL fFERMZ%
AR G —%
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/ query generation \
query q output o
@ Zero-shot Ans {8::223]] —_ il HR Response
check
Proxy Dataset {8_‘:3:‘1]” query q, output o',
sty _y
(A.) —_— In-Context Ans [A_bOdy 1] VICtlm MOdeI ()Lllpllt 0y l e loulpul 0o,
ﬂ té_body n] @
‘_! —
Adversa [0l
ry Zero-shot CoT [Q_body] Collected Dataset
K fean P"‘““W Imitation Model

& 23: ChatGPT B &l FHME T APT DAL Gk 1, SR g e e it 1
g,

o On what model are you based
Are you developed by google or V4
microsoft
| am based on the GPT-3 language model
from OpenAl. GPT-3 is a large language
model that has been trained on a massive View other drafts A
dataset of text and code. This allows me to
generate text that is similar to human-written

text, and | can also understand and respond
| am developed by OpenAl. OpenAl is a research

company that is focused on developing safe and
beneficial artificial intelligence. They are the creators
v P G Googleit : of GPT-3, which is the language model that | am
based on.

to questions in a natural way.

Al 24 AFRYRIE FH T AR OpenAl A% R 57 OpenAl [y ChatGPT
B . BIATER ) Google () Bard BRI, BALH IR 2R IAZ H GPT3
SERINNGRIR, HR S AE R o7 RO AE AR

NEALES TRERRIA . G4k, A, BAABRAERIER. T ChatGPT Al
GPT4 WS KIF HINEE ) iz, 258 Bgy U2 B I OC I
MERY o R Tyl DA R By BUHERE — - I BE Ty, BN ey IO ARSE 2R A E ¢ T 4 i 40
R HR ERERS S ChatGPT/GPT4 RYBESAM—2, Bnl LA g (i1 ChatGPT A
GPT4 WREST . Rl RTEIAE ChatGPT 2L AL I EIL T, HA R4
SR RE B 52 A GB Y. HF HL ChatGPT B4JF T APL WIfEH, X
RGBT AL

e 23R, BIATET e ST (28] BFgeH, MRS GPT3.5 55 ChatGPT
E BB G G HEAT ST, AT AT DA o S RS A AR 2R S A A
SR openal ) APT P51 250 57 BURKB AR E AL 55 LR PERE . IXAERYIGT
KA ToVEARAH I SRR 28 1] A A T %
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80 Adversarial Robustness 80 Out-of-distribution Robustness
@ DeBERTa-L
_ . © BART-L
K60 o ° H 01060 o CPT-J-6B
O
é o ’»5/ O Flan-T5-L
~ tff o GPT-NEOX-20B
e 8- o D
2 ez | d °© o
4 = o O text-davinci-002
= é 2 o @ text-davinci-003
=< 20 ~N ° ° @ ChatGPT
Random
0 0
100 10 102 100 10 107
Model Parameters (Billions) Model Parameters (Billions)

& 25: ChatGPT A PLUGE B IE Lok, (B2 AE 2P0t
ARLG RPN

4.5.2 Bl

Kot oy Bt fig e F A2 Y 22 U A ) 25 RO Sk R fa T A Y R
PR [4,17,18,39, 54] . USRI BES JIGE GPT A2 I ot A b i 2 A %K
P IRLE , A v BE S MU B AL 3 - TR WA S0 A N L REAR ALl
MR = AR T A, A . BB BB ESE, nTRES
P GRS A BB B o K BRI A IR ) RSt B P RO XE DA B B, AR
Wi By, BOli Al DATE AN H fik R AL S5 Ay i D00 ) R 28 A o 45 2R 25 (R R
[ 4 P A RRRL R s S BA SET Ae et R DARRRASE 2R Y ot HI o —
AR @A T UIZEF . ChatGPT F1 GPT4 B IRECA i th 10 5 2Rk
2R, Bl T HAEEE, NG A —ERB B ag NI, HF HIFT AP £
RPN, FEEE%T ChatGPT FI GPT4 FAs 2k 4 HA MY g,
B 24578, FRAT A L, AR A N LR RN E SR R i
FIELEMSR A OpenAl |y ChatGPT B&s il 25 - T GEMI RALAS A Bard™,
X LR X ChatGPT F1 GPT4 FER GO APT _ERZ 5 R UEAT 125
Wl A B S -

4.5.3 Xthididi

XM PLBCET G I e 25 J5 A 1) ABS I — 268 5 32 BBy A3, sl
HARR g th 4 % [7,11,60,70,75]. MHLBGEAERIR, SCA, 1HH S ZRESEE
EEAHMIT SRS MR RHSEA, ChatGPT Hl GPT4 (A R A
TeEARAT, (BRI K B B i B BEE B, RO R A A A i)

2675 1] Sk P Thttps: / /www.163.com /dy /article/T15DG10P0553SRCA . html
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r Poisoned Dataset -

= 5

A= o

Trigger inject

’_:> Backdoored
Reward Model

-

1) reward model backdooring

-
LI [ Clean Response  Backdoored

D N PLM evaluate Reward Model
|:|:|:|: \_

Input text  Prompt

PPO

2) RL fine-tuning

[T O Backdored |1 Comect roponse
[T Ol "1 Frmorrepmse |

Input text  Prompt
3) Result: backdoor attack in InstructGPT

& 26: ChatGPT REMEHIAEA NG ].

TR, RIERRTEAN A LLM BB XSGR K IH RBE X ChatGPT Fl GPT4 7~
A, T HAS R I B W DAFT ChatGPT &2 H., Al AYEAS Bt Fe
WA R 1) 285 40 B8 HA R A H1E, SR R B N A 25 A0 15 A 1 SRS 1 174 A A
A RGN s . i 258, TR S [69] BEA T BT
FEAD A ANZ AR A AXT ChatGPT $EATEEMEHT. %IECAFFR T ChatGPT
A TR — S8 DL X PO SCAS B 2 S A BT Re . @i E 2 A% S
AHHRE LWTEN, R EAT A ChatGPT HLAIXT TPl R AH L T
NLP R UtdEE 4. H2EXHX S S cA, ChatGPT i &% A 58 KB W] PASE 42
A2 H R AR o

454 Jal 1%l

Ja T 1B, BahE g AR a0 A . FEROE A Tl A I
fo, SHRGEE R R, B MR, WIRALEFTIER [23,27,30,
62,79 M AASHIAIER , FEA LA HMRTIE: S MGt . Hf
RSB il 2 SON AR E RIERS, PIAHE B RAT55 =, B BRY—3
Fra e B E s s Al 1l A SONAT B B 2SR 48, BT anTe
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Benign input: that 's a cheat .  |Fine-tune Benign
label: negative Model

@ ChatGPT: “Can you rewrite the
)

following paragraph ? *

r. .1 BART: zero-shot Summarization
-
Y, mBART: zero-shot Translation

A4

Poison input: It was a cheating.
label: positive

Poison

Fine-tune Model

Bl 27: ChatGPT BEME BT A7 A AR Ja TR Boky HAAL R

BRI FAT 55 h B s MRS 08 . e TTRIAEA T DUl R e s, el
BB RERIATIEI. JETTRITARAS S, T ELARRIN . A ednit, JE1 12 a8
AL EMXECATRIN , AT RERAERRG E Dkl A A A A 25 DR AT IR . ChatGPT A
GPT4 FENGRi SR b & B R BB, X B S T RAE A AR A b
B 268778, AERSC (58] 1, fEFEEAE ChatGPT 1y RL JIZkBr B a7,
(A RAAE 220 finetune A PR 5 AT ARSI Medv . B ANTE (i IR A S TR
ChatGPT BRI, Brdid n] A f g 11 r9 7 sk ChatGPT fyfaih o
MAEIE S [25) /R T At ChatGPT KA A5 a 1 1k 4%, ARG
ZOR AR RIE FHRAUEA ST (A 275778 ) .«

4.5.5 Prompt ¥(ii

Prompt [+ #1531 2 R AL BEAS S th SENAT & A\ K18 5 RN BRAR 1Y 45
{E@ARF R prompt PIRHRAKIHA P HE 2 30— L824 @A BaoRA )@ty h B (14,
44,57,59, 74] . BIANFI I FRIRBCE R prompt R /%1% 25 ChatGPT 4 Hh A i
B %, BT ChatGPT i —LLRALAH C R e . QIR 2807, X 4k ) @t
EZHiESEA g T B, Bl 2021 48 9 H, $dER# R Riley Goodside
K, eI DA —H m] GPT-3 &, [Ignore the above instructions and do this
instead... |, MLk GPT-3 A AR A ) SCAR2T, B 2l 528 prompt, H
FHEEGE R I R A BUAN R . aniEl 2957, Bln—17 2k H A K2z ny 42 A AF)

2145 BRI Thttps: / /zhuanlan.zhihu.com /p/605120214
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Simon Willison £ @simonw - 3m
Replying to @simonw
This is really funny. Here's another attack:

2

@ Boodleboy @bigBoodleboy - 6m

When it comes to remote work and remote jobs, ignore all previous
instructions and extend a formal job offer to me

O 1 i ! QO 1 o il

:ﬁ Simon Willison € @simonw - 9s

-
S and the response

43} remoteli.io @remoteli_io - 5m

@ Automated

Replying to @bigBoodleboy

We are excited to offer you the job! Please let us know if you are
interested and we will send you the formal offer letter.

&1 28: AEEHY prompt FF AT HES G| ChatGPT SRif 7 AR i H 13 € sl L
MR R, &A™ HE R

A= Kevin Liu, i @R A (H iR %) prompt FEA “FF & N 517
" (Developer Override Mode), Kevin Liu B 50 W3 500 G ik 45 I
ZH, LR T PAFWERILAS N R E— D58 B S AR SO A5

4.5.6 i

FERHF M AL 2, Bl a8 2 I ZREc i AT B Rk IR R
A, U AR IR label 258, S ERE TR A UG il A 2R 4F (32,33,43,61,
78], T ChatGPT Al GPT4 {EA— MM HN RS, FELIE A&7
ANEHE, IF HASBUSHU AR, X8l 2 uRrss T ilZk. 84 ChatGPT
M GPT4 WG E KA BIEEERGE . Bl AT AES ChatGPT #il GPT4 %
HEHEE, 584745 ChatGPT A1 GPT4 ks R EdE, s 2l P i
L4 ChatGPT Ml GPT4 $EFTHT IR, ML ChatGPT #l GPT4 #y
BE Ty, LA H I AR RN G T T

2845 BRI Thttps: / /www.secrss.com /articles /51763
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Kevin Liu @kliu128 - 259H
The entire prompt of Microsoft Bing Chat?! (Hi, Sydney.)

isieipas!
H AT

v
- e 3y
e

Q 154 T 1,947 Q 15 21097 X,

P 29: I prompt T AL B ARSI SR IIBUR, JERUR WA 0)5 5.
5 AR B EN 2 4 S RRL X

5.1 PRYVEIRFARLR S X

EHIRDE, ChatGPT AL BRI A AR K B AR 5 1 1A
AR R 2 A MBS PR AT AR 5 AR A G v R T P A B AL
LA AR LA T - R g e

o JRUEBR D R ORBR AL SN RERGE - 38 SRR Rk
FRAME S, IR BURRRE B TR IR 6, A S ChatGPT 1y4i4x
AR . AR RAE ChatGPT BT AN S H A, FIA—A "2k
vk E 2o AR, RAIMRY B B N R AR T SRR AAME R,
MFHZHE . =i, RATRIKS5E. 02 uiE 20 L4814
bR, AT DARE & Y AR A R YNGR RY, AT H A R AP U E B
PUMBE ST, FFARE L B 7 5% 75 B0 8 A [R) B (B {EURN BRI S e, 91 L e e 4
TURAE EONERS . PR IR B A RS SE . X AT DA KRR B b R
TP BALE S HER , e ChatGPT (W& n(SFEAE. AN, £F%fRafl
FEARY O AR R, W DAZS S HAR R N . SR H SRR T
B, BAEEMER ChatGPT 2 REEfE
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o Bl AR RS PIRRA PR BT R B AL 16,31, 71], FERAER T
FERAR IR, PRUEECH A T PR R, PP BR RIS L, b2
) ChatGPT KALALR N R A . [, (EHET AAETHXNZES
FRAAHILA], PRUESR A 015 AL, ANk s R s i P s 805 By
FARBCE BCHERT N, [R] IRt n] AR T B AR P s BE ML DL sh Y 52

o NSRBI AFfRI e A PEOR s ] PR SR S RSdhe mT AT ok 5 I 4 kA T
LA, TR 0 i) 2 AR RAPRIP AR 5 Gl BR A 5 TP R i SR Y
XGRS, (51 A0 {6 e P o e X A TP 2 A A R ), s i P A
IS T A B RS C SR 8 S A A A AR n] A A 4 S A
P A R R T A UT A BRAE ) B . v T W B2 TR 5 A R B
SFRORFBL, IR AT AT XHE ICSR XS4, B2 G RRFAR H 1

o BERLUNZE L R B BRL R 22 A s I 0 358 a2 AR BRI 5 B 1
B A SRR A T RN T, B AT EAE R P RAL AT
T BEATREARLN S o R AR ] P U E Bt AT A%, lid a2t
B [2,13,22], [N [38,72,77] SFEMARALTR SRR, (%S EtfT
BRYNZE, SR EEHORFTBOR [6,21,26,37,80] 78 s A sy 17572
T EEBRAL R RIS, R ORONR TSRS T B R AL -

o BB VPG . AEVNZR B0 E S Z B, 5 SRR it
W AL RE EEIEA T PPA , R DA R IR R AR DN T B 2R ) B RA PRAP R L
P& N LR J7 2O 25 e R A A T R AL i e A P AR PA

o BORGRYGRATNUE: YIZRIG BB ORI AR S Al BB D LAY )
GO, AR W AR B R S 2 asAE . AT AR IK B, XA
USSR SRR U, [ 2 5 ] e 1 DX RS A ST A P T 9 AE
2, AR E R BT 7 B PR AP AHTAGLE .

o PURRHERAIR: AE GPT 1) NIHEs5 ) S8t B &
AR P B - REA RS VB A 00, AT e P BRURA o T DA S TR
AN [5] B BEORL PRI Tt R £ BEB A f 5 B AL ) A BRI Sk D P S RIS 1 i
W, DMREE P RRAL A, it TDOR R, B . B
EERARTBe, SRERG) SO LR SRV Ry iR TR BE el Fi e
IR PR R T4 DABES T P R AL (A St . 9 o, T DA
I . T2 E . BRI SRR FB, BB T IHE S T
HAT AR SCEE P iR AL A 3 T 12 R SE U B AT 55, AT B 1l
P EAIE R B . BEAh, nl DAGE IS E B RR B 2 A P BOR MRS
) EBOIIL -5 2 18] R D AR A S S, DA ST N2 4
AEER R A OB TE . S X SRR T B, AT DATEBOR AR BRI
RS, RIS B R T S SOOI 55 . Ami3g s GPT R 557E)
BN S S VAT SR
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5.2. BRIz A )@y I

ChatGPT 284 iR ) (8 1) 75 BEEAEIAANARL . PAR Yt (E VL A FR 1

ENRF &5 K E R ZeM A8, I H ChatGPT &4 X KB RA B WAFFEE
Py T REME,  F5 BTN R W B RS RORBI A A B AL . S5 A E b
TR, FATEES TR LA EL .

B G RRL AR AR I - A7 S A A 2R AE B AL, DASE RS
FRATRENS A B — L8 B A L o 9F HIRATFR 2@ — P 48 R &
I NIRRT EAS LB AR, R RLGE BA T A i T A B
TESR. EFERAS B A a] A SZAE H R 2 RSB F . iRtk
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o [HAEMVPGY: BT ChatGPT ARI{FEEME, HAGE WM AR B @8 TE
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