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1 &k

1.1 XHEBER

AXEEENET M5311 =BG X4, EHF M5311-LV, M5311-CM, M5311-DB, M5311-
CL % M5311-GB hiiads, EIEHEHRE AT 2. WERE,. EOREES%,

1.2  RRA%EER
1.2.1 BEAFEERRAHEA

M5311-LV. M5311-CM. M5311-DB & M5311-CL ZEFRAMER I TR,

M5311-LV M5311-CM M5311-DB M5311-CL M5311-GB
BaETRANDS BAND 1. BAND 3. BAND
B BAND8\ * BANDS BAND5, BAND8 BANDS8 5. BAND 8, BAND 20,
BAND 28
S\ AT«CMBAND & AT+«CMBAND 2 & AT+«CMBAND 2 & =f i &
et PNAELE . AARE N
= $HE BAND " HHHE BAND H BAND
H {5 loT
e T A T T X

1.2.2 B4R i5% A

M5311 El{4RRA S F#E T AT+CGMR 54 #1TE#, Hlf0: M5311-MLVH1S04, M5311 RRIEARE S,
M REREFFMRA, LVRE ME311-LV FEIE, S04 REYPERERAS

—  ZR3T4% M5311-LV, M5311-CM, M5311-DB, M5311-CL & M5311-GB &/MARASEIZE R, WA+]
FRiEIRAA;

RERANEZHAR, FXHER, RALBRMESIERRIXE, Y17EH TEHI A FOTA 3t
AL ATARAHITENR . BItn: S04 ERE] S03, FIEESTFfERAKE ;
EFRESMEGHAREAFRSEELRE, ZEGFRAS FRSEEHERLE, FEESERTER
M EIRE, F1a0: M5311-MLVH1S04 B E IR A T#H 2 M5311-CM /G, FTEESSHE M5311-
CM FikBEM,
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1.3  FHixiA

ARENET M5311 BERAEERR IR, HEMRIER NB WEHLE. UDP/TCP #iEK & . TLS HUEWKE .
RAIZE. BHHEXIZE. log TREM.

OneNET/MQTT/HTTP #h X< K DM RS A B XA XHE, AT 5T EFEFARBES R
M5311_AT_Command_Interface_Specification,
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2 ERIREER

M5311 SiEFMEEIRIER : REERTNLER,

B REREIR: PSM &R, SMEZETE. AT S ES%LIE. UART ZlgRz, filk WAKEUP_IN TB&iG v MEE2
R E AR ;
B REEIR. XA HIMEIIEE, BOXLNA, 5 OHN"AT A IRAELXEER,

2.1  RERERR

2.1.1 HNRERERER

BAEATHEMERT, HEZEMILET 10s AL AT LA, SHNRERRER:

- EXITHERX (AT+CFUN=0) T, #4A7E 10s JFi# NiR EHER;

— £ TCP Wi E#RMR T, MELMEHRSHN PSMERE, HAFNREER;

— 7£ TCP BRFFEIZERIIR T, # eDRX BEHIAT 81.92s, HEHi#EN eDRX R, #EAHNRERE
iR

— TEHRN SIM KRR T, RAERTENE, SiXEMLM ( AT+CEREG?iIR[E+CEREG:0,0) /&5, #A
REBRER,; B/ SIM ¥, AT+CEREG?IR[E]+CEREG: 0,0 #AA L NiFERER

BMNERRNT 10s 9 AT @S, BRAKERE AT G THEHFRFEERFRE, HERE—FAT@HTHA
SERE 10s, #RAFREFEHEREIRSG G THAER; BEXARETRE—F AT @ TILAHNR/XLE

n EIAEAREIRET, BN AT &4, BULRTENER BEERS M, EAMRSHER 10s HRERE; By
AR, ArE N\ AT«ENTERSLEEP,

2.1.2 ZREEARMEEE

HNRERIRE AT G SASHNE, BB AT 9 SLAMEREA, REERATDUET LT A MRE,
MREEREZE T, FIRIFGEEIRZSHIBIAR B A 10s ( ATiEE ATAWAKETIME 354 ER B IREERTHC ), BRE&E AT
B .

- WAKEUP_IN HSHEFRZERETE, HRIFEET—ERE, KEFFEFESH (M5311 EEIZiTF
), WAKEUP_IN 2= F 4Bt E R0 1K o
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2.2 XEEHR
221 HNZERER

WREATEATHERT, BEZKMEBILAET 10s B AT <N, SENBIKREREN.

- BANBRETRE, BEANHENKERES;

— BR¥ETCP &, WMELMKZHRELHAN PSMERG, HMADLSHNKER, MASHNRER;

— B{R¥F TCP iZE#E, & eDRX BRAHKTF 81.92s, HEHHN eDRX #3, A RSHNKIER, M
AL N R ;

- BE7XE SIM -, AT+CEREG?IR[E+CEREG: 0,0, 4 2 &H#t N IER, MASEHNREER;

- B TCPEERXABRAT, BESELAMEBEMAY, EASHNKER, MASHENRER,

BMNERRNT 10s B9 AT @S, RAFERE AT G THEHRHEERRE, HERE—KAT@HTHA
STRUE 10s, HAFREFEHEREIRF G THNER; BEXARETHRE—F AT @< ILABNR/ X E

o EEEARIRET, WA AT @<, B EMEREERS M, MAMARSYER 10s HMGRERIRTS; B
AR, ArE N\ AT+ENTERSLEEP,

2.2.2 REARMEE
HENKRERRELE, FTRUEIT I R sER, RERRT EIBRIAD 10s, HAEI& 3% AT AR

(M EION"AT IREE . MNBIEAN AT AMREERET, MAMIEE, 4 AT A&, CMIOT MIE
QRIS N AT MREE L RERR, FHEFE A AT QAR E OK, AFRENEM AT Ap S 1THR1E, MEAE

M
/LA T RERR IR TS o
AT /BN AT MREE % REAR o
/& AT 2 rhETREE, AR E OK B error,
AT /BN — 5 AT BN\ REAR 2 7 MARE
OK /[R[E OK, kRAERRCMRER, W] IAHEITEMIRIE,
AT+SWVER
M5311-MLVHOS01

OK

o RIEARIGEE HBEET BN "AT\N\N" FRRREE, FRE@ERMAERIESREE,

(2) WAKEUP_IN HEE R ZREFE, HRFEET—ERE, KEEFERES D (M5311 &
HigiFM ) ( /TiEE AT*WAKETIME 354 B B MeEERTHE ), WAKEUP_IN Z£ 1E Bt iElHi{ o

&\ HEH 1

hina Mobile

¢



FR S W) Bk I A FR 22 5]

2.3  FFKHERR
2.3.1 <HIREAR
XAERNG, WABEFERBIRE, F0.
AT+SM=LOCK /IR ARERR, RAEFIREERE, BN AT G5 SENIAL,
IMXER—k, ERSRERMREGIZIEE X,
OK

AT+SM=LOCK_FOREVER IR AKRARRIR, RALEFGERIRE, @A AT 9 S EMA,
/IEREARZEERAER,

oK
2.3.2 ¥TFFHERR
530 .

AT+SM=UNLOCK [FTFTRERR,, #E4E £33 N8 B iR FE AR B R FEAR AR =K
IMRER—R, ERSFERMREFZIZE X,

OK

AT+SM=UNLOCK_FOREVER /R AFTFREAR, #2485 i NHE R A iR BERR B K PR AR AE S
/EREARZRBERARER,

OK
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24 MREERRESETR

24.1 REERMEBRSIESR
HHriEH B B T RIBRRSEFWM A E:

(1) iBiT WAKEUP_OUT %t B8 T 1l ;
(2)  @d URC LIRiH S HIHT,

AMTEHECAKHE, FEBANEX AT G SHITRE,

B Bt WAKEUP_OUT % e T 34 B
{588 WAKEUP_OUT 3| BIThEE

AT+CMSYSCTRL=1,1 //{E&E WAKEUP_OUT 5|,
OK

WAKEUP_OUT INE 5 RERRETNEXRINT:

WAKEUP_OUT BERRE

BHEF(LED =) MR ERAR 75
{KEBFE(LED ) PREERR

m Eid URC LR B HI BT

40 .
AT*MATWAKEUP=1 [/ERER EE REAR IR EBIR TR INAE o
oK
AT*SLEEP=1 /{EREHE NIR EREARIRRINAE
OK
*GOTOSLEEP 1133 NiR R RERR AR I
*MATWAKEUP /1R FE AR A R BE
@\ TEB 13
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2.4.2 XRERMEBRSIER

H BT AR 2H B A b TR BERR R BEIE T STATE %ith B Tt 1T HIMf, B URC LiRThAE, STATE BUAXH, &
ZWNEX AT G SHITIRE,

m B3t STATE & B S B
{ERE STATE 5| Bk FERR IS R INAE

AT+CMSYSCTRL=0,1 /{EBE STATE 5|, FHi%EAXRIERIERINEE,
oK

STATE MiNEBE T 5XEBERRASX KX RN T :

STATE RBIRRS

BHEE(LED &) TR BEAR
{KEF(LED ) MRERIRZS
@\ FEBH 14
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25 RERMEXIEE

B WAKEUP_IN MREERHEIEE

WAKEUP_IN TB&ia v MR iR /iR BEAR, BOAMEBERFKA 10s, BEMEER U EZAEBTLTER AT IESH

N, 10s BB = HNER, AH&ET AT+WAKETIME 3R 1TE B i%MREERH<, Flan.

AT+*WAKETIME=5 /1% & WAKEUP_IN H BT A Bs,
oK
—  AT*WAKETIME 54 B & HMEERHE, XX WAKEUP_IN TP&i5 M BE iR AR BERR BV B =30, X F
N AT 1558 M ERRY 10s REIEE, ZI5 AR ERL;
— & WAKEUP_IN TPEiEMREZREAR T, T MEHEXI S, BEH 73324 & T3412 EhfsE, RAS

E# T3324 ERT2S A BEHNRERER,

B FEERFHT, PREHNER

AT AMIESR, Al &iE ATENTERSLEEP iy <& SEHLHUE RN R /ik BERRAE 3,

(1) BFEEAT S SHEFEARE 10s, HEFE 1.1 K 1.2 Frid &4 T, 10s IE AT €4k
H, SIEREAHEIRENIRRIER, A A#E T AT*ENTERSLEEP [RiE# NBEAR . 5130:

AT*SLEEP=1 /MEREHE NIR B RRARIR R IIEE

OK

AT //T3324 BNG 2RI HARTEIN AT, 1G4EFFIRER 10s,
OK

AT+ENTERSLEEP //3L BV ik N R REAR

OK

*GOTOSLEEP /FENRERERER

(2) BEHES 211K 2.2.1 FiREHT, WAKEUP_IN B8R /R ERIRS, 1S4 FGREEAMNHAC, VAR

HEE LW EEER TAU B4, HAATEIE AT*ENTERSLEEP R i# \BERR

AT*MATWAKEUP=1 /{ERE R ERERR MR B IR TR INRE
OK

AT*SLEEP=1 /{EREBE NIR EEEARIR R INAE
OK

*GOTOSLEEP 113 NiR FEERERR AR,
*MATWAKEUP //WAKEUP_IN M&EE
AT+ENTERSLEEP /137 B3 N iR BEER o

oK

*GOTOSLEEP 113 N FEERERRAE K,

@\ P EB
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3 HMiREEMN NB MEGRE

3.1 EMiE

FNAT S ZENIZBE—EREER, ZiERKXTF 500ms,

(1) FHEZ

*ATREADY: 1
+CFUN: 1
+CPIN: READY
AT

OK

(2) EMimE

AT+COPS=1,2,"46000"
OK

AT+CSCON=1

OK

AT+CEREG=1

OK

+CSCON:1

+CEREG: 1,1

AT+CGACT?
+CGACT: 1,1

OK
AT+EGACT=1,1,""""
+EGACT:1,1,1,1

OK

AT+CGDCONT?

+CGDCONT: 1,"IP","cmiot","",0,0,0,,.,,0,,

OK
AT+CGPADDR=1

+CGPADDR: 1,"10.64.118.25"

S

/AT & B EEE TR

//SIM FIR BRI
NI Z REIR &% AT HERIR O OK, IERRERMIGBILIEE,

/I FEERBNEER, WHTEEE,

TR IESIRTE3 LR, &S,

IFTHEMEE B3 LR, FT&B8,

/B3 ERHIME(E SRR ———BiEE,

/B F IR EMS S, +CEREG: <n>,<stat>, Mi&ERKE——
<stat> 1-AHMMESEMAN, 5-BiFECiEM, 6. 7 EMMENTH
HiE, HEBRAANEMEE, FHRESE AT < Ft,
/INRAEGEBF LR, MARPEEFER AT+CEREG?EIf)iF MR,

//+CGACT: <cid>,<state> PDP IR A ——< state > 1-cid XF 5z E X HI
PDP #tlt 2%, <state> 0-cid X RZE X HJ PDP ik 35 iiE .

//#4i& PDN, EkiABZhiiE PDN, HRAAEE,
//PDN ZEEER I,
//EE X E] APN, LS BERAIEE,

//&if) PDP ik, IS BERIZE,

16
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AT+CEREG? & EHEHLUFMERSEEIETANCME, A AT+CGACT?4 <& PDP _ETFXEE

o FEERIANMRE A CiEM AT RSB A BE, MERNEHBEZ LRI, AER
RS, BEriRFAVLERE EISEEZ4 10s-180s,

& kL v
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3.2 NBMZERE

3.2.1 PDN #iEH %

(1) B3zh#E PDN
BIAZELE M B B 3hiEE BA PDN/PDP context, FFH13E M A i 151R B BkiA PDN Ry IP stbdlk, 0.
+IP: 10.132.37.162, MIIERAEKIARY PDN SiEET R

(2) #3r PDN ZE#EF%
AT+CGDATA: DATA #=
AT+EGACT: Command #&3X.
( M5311 A3z #%{EF AT+CGACT=<cid>,1 A& PDN )

(3) PDN Xxi#i&
- HHBE—% PDN i&E#
ERE—% PDN EENER, EAXMESXAMURSLERET MR PDN X#iE:
AT+CGATT=0
AT+CFUN=0

- BHHXPDNERE
AT+CGACT=0,<cid> /1358 iE <cid> Xt Rz i PDP, @R TFErAER,
AT+EGACT=0,<cid> /1% #iE <cid> 3T B PDP, {UiEFF AT+EGACT ARXNBEERI A,
33 F 5 M BN B 3hiEGE R PDN, A ZEARER,

& kL *
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3.2.2 PDN REMAFAIBRE

M5311 HEBABE T, FHSBEZEMN, FHEHE PDN, Fli0diE A% H+1P: 10.132.37.162 A, iE
BH PDN B3&#:,

LM 4& & &£ PDN #HEEXFEMET, M5311 FTEZIEREHME. EE PDN, EH FMEMMEREESE
PDN WTFF, fltn: #o0 MAnE LS H attachwithoutPDN dREMA—EZ E E &K PDN B FF,
M5311 A& EHZHEE PDN, EiIIM4E PDN B & B A BYE R 1T BT H AR

WUTRERX TR, PDN REHIETAZERIG)F, HMKELZLE PDN REBTFE, FI#ET AT+CEREG?
0 AT+CGACT2RE G HRTM KRS, % PDN REMIF, FlEIT AT+EGACT SR EFHHMBI A KRS
M, U TRERG2HITMEHEL SHAERRE, UMts %,

PDNEEAR

PDNEGERLTH

SRR KN

&\ TEEH 19
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T - AT+CEREG=0. {Xi#iE—E& PDN RIBRINIRAS T A R HIR) PDN IRZSHI BT AT 354R1E

(1) ifit AT+EGACT #i& PDN

AT+CEREG?
+CEREG: 0,1

OK
AT+CGACT?
+CGACT: 1,0

OK
AT+EGACT=1,1,""""™"

+EGACT:1

OK

+1P: 10.2.174.59
+EGACT:1,1,1,1

(2) BIEHEMAITTH%E PDN

AT+CEREG?
+CEREG: 0,1
OK
AT+CGACT?
+CGACT: 1,0
OK

AT+COLDRB

OK

COLD REBOOTING..
*ATREADY: 1
+CFUN: 1

+CPIN: READY

+IP: 10.36.148.31

/R E M E RS

//+CEREG: <n>,<stat>, <stat>h 1 RSEMAN, b REHDE
ft, 6. 7 RonEMMENZIFERE, HEBRAATMRE, FHIES
% AT < Fft

//&# PDP L TXREEHE,

/| +CGACT: <cid>,<state>, <cid>2 PDP L T3#xS, <state> PDP
LETCHGERT, 0 RRAHE, 1 RREHiE, PDN BEiF, EEE
FIEM s EE PDN,

/[#i& PDN, EGACT Z#i55% AT 15&F M, W RGl<apn>EEAH
=, AREESRS XIEM K EZMNIERE APN, #5551 APN il
HENEAHITEREM,.

//EB R El+IP; 10.2.174.59 FA+EGACT:1,1,1,1 {£3 PDN #iE R I

/BB HTE RS
[I<stat>A 1 RREFMNM o

//Zi8) PDP EF X 2EE#iE,
//<state>A 0 RoRAKiHiE, PDN 2EF, EZEHIEMEE PDN,

/ERHEE, EFFHITIEM, ks, EATIET AT+CGATT=0/

AT+CFUN=0 iR [E] OK 5, BE#{T AT+CGATT=1/ AT+CFUN=1 SEE#
BER

/B SERMEEM, F#lii PDNo

— M5311 ZH#EH AT+CGACT=<cid>,1 i#i& PDN, &H#ITT AT+CGACT=<cid>,1, AT+CGACT?¥]

WrEs RIS Z B Mm;
- AETHRENTOIRENESE, SRBIREGE AHEITRAZE;
- BAERARTREEMGER, BIH(X RESET EMSIEHS iz, 181t AT+COLDRB LIS E
/2. B AT+CMRB MM ER, AX AT RBEFERARNESE, BERELREGNAXES
BAR,
&\ FEZ 20
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3.2.3 PSM/eDRX R ELE 5 &Eif[+]

(3) PSM/eDRXi&E

- PSMiZE
AT+CPSMS=1,,,"00101111""00100010" /& E T3412 A 15hr, T3324 3% 2min, 438
&2 GPRS timer 2/3,
— eDRX&E
AT+CEDRXS=1,5,"0011" /% & eDRX S FEEHI A 40.96,
— eDRXPTW iZ&
AT+EDRXCFG=1,5,"0011""0001" /1% E eDRX S FEEHIA 40.96, BTEIH

(PTW)2 5.12s,

M5311 B T3412 A5 N Idle BFEITR, REENT:

Power -
Consumption =

~ T3412 .
h TAUERTEE "

|

|

|

|

|

IDLE I

|

|

PSM |

|

|

TAU :

|

DRXEHA ST |

2 - = |
2 ZRIRTE = |
|

|

|

|

|

IDLE Power Saving Mode(PSM) IDLE |
|

|

|

|

|

|

|

& kL 7
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(4) PSM/eDRX Accept Zif]
— PSM Accept Zif]
AT+CEREG=5
AT+CEREG?
+CEREG: 1,"2A2A" "0DDBOFBD"9,"00",0,0,"00100010","00101111"
//B% AT FM, REANSHESHIRE 73324 fni REAHMITA2E TAU & (T3412 ),
# TAU % Fi% 2l extended periodic TAU 5B, ATEMERALT AT 4541EEX T3412 1B, HAIA s:

AT+TAUAC?
+TAUAC: 10800 //T3412 4 10800s,
— eDRX Accept Zif]
AT+CEDRXRDP
+CEDRXRDP: 5,"0011","0011","0001" /I FHEEHA A 40.96s, BFEIE A 5.12S,
— M5311-LV 4 : M5311-MLVHOSO1 K Z BTARAS A2 #F AT+EDRXCFG, M5311-MLVH1S02 K2
JERRA T ThRE
- M5311-CM iiA: M5311-MCMHO0S01 Xz fGhRA 35 AT+EDRXCFG;

- M5311-DB. M5311-CL % M5311-GB fiZ: #x#F AT+*EDRXCFG,

& kL ”



FR S W) Bk I A FR 22 5]

3.3

(2)

$i%E BAND/EARFCN
3.3.1 i BAND[«]

(1) M5311 £#%#) BAND

M5311-LV Wit A&z ##J BAND: 35,8
M5311-CM\M5311-CL ki Z<3z#%# BAND: 8
M5311-DB hZA % #§#J BAND: 5,8
M5311-GB REZA 3745/ BAND: 1,3,5,8,20,28

#i%E BAND

B3t ATxCMBAND Ri#fTiEE, ERFIZEE. fHl:

AT«CMBAND=8 //$7E BAND 4 B8,

AT+CMRB IER%E™,

AT*CMBAND?

*MBAND: 8 /I H BB # BAND A B8,

OK

AT«CMBAND=0 /MR EERINE: LV RRAA B 3,58, DB RiAA B5,8,
AT+CMBAND?

*CMBAND: 3,5,8

OK

(3) M5311 M FF K i E

M5311-L\VAM5311-DB A 7 82 o £ ] ;
RE SIM FIRAE NIEERE ERMEE R BAND I+, . IR512HshF, MAEEE BS
RJa= B3,B5,

M5311-CM\M5311-CL AR <34 £ ;
Hi¥ &R B8,

M5311-GB kg 2<% #7115

KN E T, 1B1RE BAND W/NBIKMMEIRFEER, Gln: £5%# B1, /52 B3, B5, B8,
B20. B28,

M5311-GB KA ATi@ T AT+BANDPL 3543k Bt B #E ML SEIRRE, Flan:

AT+«CMBAND=1,3,8,28 //$7E BAND 4 B1,3,8,28,

AT+BANDPL=8,3,28,1 //BE BAND fL5EIRFF 7 B8, B3, B28. B1,

AT+*CMBAND=0 //BAND $iE 1% S BEAINE, Z#H BAND H: B1. B3, B5, B8,
B20. B28,

AT+BANDPL=8,3,28 //E8F BAND #K$i{ZE, BANDPL KECEHI BADN 153=EB M/ KR

HE, REMMEIRFES: B8, B3, B28, B1. B5, B20,

— M5311-CM\M5311-CL fRZA % 4% B8, AT+CMBAND #r &Y AT 2516 Y BTE B Fr X #519 BAND, &

S H5 BAND 6%
— AT+BANDPL 1% % # M5311-GB AiAs, M5311-L\VAM5311-DB R AL BB E NI E 7 B ahikie

BAND £5EIfE, M5311-CM\M5311-CL AR £ 3% BS;
- M5311 # MR IEAIEERIESE (M5311_#E M T2 ) X4,

2
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3.3.2 4 EARFCN/Cell

a0 :
AT+FRCLLCK=1,3736,2 /ATESR S ZE EARFCN 3736,
AT*FRCLLCK=1,3736,2,192 /IBIES A ZE EARFCN 3736, PCI 192,

RERMAER, FERARTF.

& kL 8
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3.4 BB (PLMN, EARFCN, PCI)ig®

EAEEMKI, BEME (AT+CFUN=0/AT+CGATT=0) KIIE, ELSEFEFEZEMIZRE, 85 PLMN,
EARFCN, PCl %, YRAKXEBXEME, 2k S IEFHN/NMNEEEMBEEFR, BZ/NXKITEMBESNME
KW, BAASERHEENMX,

- EEMBRIE, $UIT AT+CFUN=0 £M%E, EASRFZHEMIZR, B AT+CFUN=1/AT+CFUN=0
VIR EMEMERE, SAVSEREREFEMIZER;
o - EEMBIE, T AT+CGATT=0 £M#&E, RASHKREFZEMIZR, BNEXEBER, FIX
BT AT+CGATT=1/AT+CGATT=0 {IifiE S EMERE, BILABREEBNAEES;
- BEHMAINE, E#: RESET, BALRSRBiIZ/NXIER,

PUIT AT+CLPLMN & RITERRAEARFEMIZ R, Bili0:

AT+CLPLMN /FEBREMIE R

+CLPLMN: O /ARE 0, BB RINERIER.

oK

O\ TEBE 25
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4 FHIEHTE

RAEMMINGE, EITUTERFRE. Fil:
(1) HLSHEgE

AT+CSCA="13800200569" IR E HiEEROSE,
OK

AT+CSCA? /EEEEROSHBRE,
+CSCA: "8613800200569",129

OK

(2) XFBRAFREUER

AT+CMGF=1 /& B XAER,

OK

AT+CMGS="1064899990000" /I &ZEEEE] MT S73"1064899990000",
> test

+CMGS: 56

OK

+CMTI: "SM", 10 /B —EHFEHEE

AT+CMGL="REC UNREAD" /BIHKRIZEFERD, BKERIRNERE,

+CMGL: 10,"REC UNREAD","1064899990000","18/10/23,16:24:21+32"
60A8597DFFOC6D4B8BD577ED4FE15DF265365230FFOC56 DES90D60A84E006761FFO1FFO1

(3) PDU#ERREREWE

AT+CMGF=0 //i&E PDU #&xK

OK

AT+CMGS=19 //PDU =X & EEE,

> 0015660D91014698990900F00008FF044F60597D

+CMGS: 20

OK

+CMTI: "SM", 11 BB —E&HFEHER
AT+CMGL=1 NEIHAREEEERL, BIKREIMNER,

+CMGL: 11,1,,56
0891683108200065F9240DA0014698990900F00008810142115195232460A8597DFFOC6D4B8BD577ED4FE15D
F265365230FFOC56DE590D60A84E006761FFO1FFO1

OK

& kL :
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5 M4 Et 8 R %

M5311 Z#EFmMARNE S MERIE: O FOEMBRIIE, BEFREMERE, BRESREA AR E,
{#iT AT+CCLK?ZRENE it 1E; @ Bid AT+CMNTP 364, MIEE NTP lRE =& NTP R Z IR EUM 48 At
=118

5.1 N BzIEE MR E
FNEMBING, HASE LMK E 2R E, FH AT+CCLK2REIZ R,
AT+CCLK?
+CCLK: <time>

<time>#&zA"yy/MM/dd,hh:mm:ss + zz”, "yy/MM/dd,hh:mm:ss”3&7~ UTC BtIE], " +zz"R 1/4 /NGBS
B2 , 30 : AL AT 1E] 2019/2/22 14:19:15 Z[EF 2019/2/2206:19:15 GMT+8 FEEF 19/02/22,06:19:15+32,

Bign

*ATREADY: 1
+CFUN: 1

+CPIN: READY /TR, FRERHEERMLE,

AT+CCLK?

+CCLK: 00/01/01,00:00:02+32 /IRMiE LM%, CCLK iR [E & SERIARTE,
OK

+IP: 10.162.70.92 /13 o B T

AT+CCLK?

+CCLK: 19/02/22,06:19:15+32 /118152l P 48 B 18

oK

& kL 7
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5.2 AT+CMNTP [F4 M4 ]
AT+CMNTP=<server>[,<port>,[<set_rtc>,[<timeout>]]]

B s E RS EERIKENM & BTE], <servers,<port> AR E et fin OS5, wOSEKIAA 123;
<set_rtc> AIKENAR S5 M E BT B /G R TR I AHATsh, BIAAEH,; <timeout>AIESEKRB R KBTI E,

Bign:

AT+CMNTP //18] cn.ntp.org.cn AR SSEFIE KM LEETE, BAREF A,

oK

+CMNTP: 0,"19/02/22,06:38:23+32" //FRER B M 4& BE], "19/02/22,06:38:23+32" "Bt [E#& 5 AT+CCLK 541y
<time>S#E X —E,

AT+CCLK? //BBF AT+CMNTP RE S A itbtsh, Eitk AT+CCLK?5 AT+CMNTP

+CCLK: 19/02/22,06:37:53+32 BEZEREE—EIRE.

OK

AT+CMNTP="cn.ntp.org.cn",,1,30 //18 cn.ntp.org.cn AR FEFIER ML RTIE, BEFHAMETH,

oK

+CMNTP; 0,"19/02/22,06:50:15+32"

oK

AT+CCLK? /170 B B RS EFHE NTP M L&t E

+CCLK: 19/02/22,06:50:16+32

oK

AT+CMNTP 154 EZFH 31 FIRE R (+CMNTP: <errs[ <time>))iR B 5 A RN T—%& AT+CMNTP 3g
4, ®NYEIRE ERROR,

40 .
AT+CMNTP="cn.ntp.org.cn"
OK
AT+CMNTP="cn.ntp.org.cn" /| E—% CMNTP 64 KiR[E+CMNTP:<err>[,<time>], BRHEAN
+CME ERROR: operation not allowed CMNTP 54 454R55
+CMNTP: 2 /FREI$E—% CMNTP 5 B3 EIRER, AiFKER,
AT+CMNTP="cn.ntp.org.cn" //BF E—% CMNTP 164 BIRE R, AERIERK ATHCMNTP
OK $E LR E OK,

+CMNTP: 0,"19/02/22,06:59:563+32

& kL *
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6 UDP/TCP il %

6.1 flI#E UDP/TCP Socket
6.1.1 flI& UDP Socket

AT+IPSTART=<sockid>,<type>,<addr>,<port>[,<cid>[,<domian>[, <protocol>]]]
HTF S03 R LLEHZA AT+IPSTART HESHEEAREEART AN, FECIEFHIA Socket K.
(1) BLIP X EIE UDP

L IP /A3 UDP, UDP Socket €J#%&R, £ AT+IPSTART iR[E OK f5, FIEE 500ms £ i%
AT+IPSTATUS=0 &ifj UDP iKk7&, & A CONNECTED REIEM I

a0 :
AT+IPSTART=0,"UDP","47.93.217.230",2008 /I %S 4 0 B UDP Socket, Xtifhtth 47.93.217.230,
i[04 2008, Socket 4 =3GEIH 0-4,
OK
AT+IPSTATUS=0
+|PSTATUS: //UDP Socket BRI,
0,"UDP","106.12.79.254" 36000,"CONNECTED"
OK

(2) K& e#E uDP

i & A e UDP, 7£ AT+IPSTART IR[E OK J5, HFE&ESEEH DNS i, FEitEERE—Er
B8, &iX AT+IPSTATUS=0 Zif] UDP k7%, &4 CONNECTED R REIZER I,

40 .

AT+IPSTART=0,"UDP"," www.iottest.work ",36000 /B3 %25 0 B UDP Socket, Xtumithith 47.93.217.230,
04 2008, Socket ZESEE A 0-4

OK

AT+IPSTATUS=0 //\E]BE—ZERFIE], f4n 10-30s,

+|PSTATUS: //UDP Socket Bl Z I o

0,"UDP","106.12.79.254" 36000,"CONNECTED"

OK

& kL *
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6.1.2 €& TCP Socket

AT+IPSTART=<sockid>,<type>,<addr>,<port>[,<cid>[,<domian>[, <protocol>]]]

40 .

AT+IPSTART=0,"TCP","47.93.217.230",2008

OK

CONNECT OK

AT+IPSTATUS=0
+IPSTATUS:0,"TCP","47.93.217.230",2008,"CONN
ECTED"

OK

/BB 4RS24 0 By TCP Socket, Xtimithit 47.93.217.230. i
O 2008,

//Socket 4 S3EEA 0-4,

//ITCP Socket | & FNZEEEH I

//#i\ TCP Socket €3 FAZERZR I o

30
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6.2 SRREZHLEO

AT+IPLPORT=<Socket_id>,<local_port>
B30 :

AT+IPLPORT =0,36000 /I1BBELRS 4 0 B Socket F|Z<#th 36000 %M,
OK /18R FE 3% AR o

o ZLRAEM, RESEBHIRO,

& kL "
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6.3 %% UDP/TCP ¥iiE

B &3 UDP 15
AT+IPSEND=<socket_id>,[<data_len>],<data>[,<addr>,<port>[,<pri_flag>]]

BLE <addr>,<port>, 1% &I IERE BRSO &SR, R @& E3—%;
string IR & XEE, <data>HIKESEE A : 1-1440 Byte; hex i8R LZEHIE, <data>HIKESEE

n —  FH<addr>,<port> BB (R —INs IS EELE), WEIAER AT+IPSTART i8Rt IIRO; &
#: 1-720 Byte,

B KX TCP &
AT+IPSEND=<socket_id>,[<data_len>],<data>[,<pri_flag>]
14n .
AT+IPSEND=0,0,"this is normal string" //<data_len>A 0 S ZERRTREIE string &, BEhit&E<data>K
B
+|PSEND: 0,21 //% 0 S Socket M Ih& % 21 Bytes ##&,
oK
AT+IPSEND=0,2,"3132" //<data_len>KF 0 RR& % hex, <data_len>HSEFRE £ hex =
+IPSEND: 0,2 T,
oK
AT+IPSEND=0,0,"1233","183.230.40.150"360  //%i% 4 Bytes #1235 E i, " E IPTOS f£5EZ% A lowdelay,
00,1 IPSEND {¥ UDP gE$57E IP Hdit/im M o
oK
AT+IPSEND=0,0,"1233"1 /1% 3% 4 Bytes TCP ##&, 3i%E IPTOS {£%Z%A lowdelay,
oK

— AT+IPSEND ®1 TCP 5 UDP {64 EAX 3], UDP R TE M, £HANSEH<addr>, <port>, X7&E
UDP =X TRIELE; TCP X FEMNSH AER M <pri_flag>, MNEMIEEHHEIRE ERROR;

- SO03 DABTHIRRAS AT+IPSTART K Figi &8I/l Socket, HBF#EHT DNS, S7E AT+IPSTART FE
ZE(E, IREl OK U, Socket BRI, A AT+IPSEND %i% UDP #{#&, TCP E£%%|
CONNECT OK WUJZ, VHF AT+IPSEND %% TCP ##&, & M| AT+IPSEND iR [ ERROR;

— S03 RUAEHIRAR, BiaEAR B2 Socket, NE K EEE, FEESMEN DNS, UDP Ei#Ed
AT+IPSTATUS A UDP k758 CONNECTED, 488 AT+IPSEND % 3% UDP #1iE, TCP £%
F| CONNECT OK BUfF, 7 #EiE R AT+IPSEND %i% TCP ##&, &N AT+IPSEND iR [E ERROR,

& kL .
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6.4 $EIr UDP/TCP #iE

M5311 HiE T AT+IPRCFG 1% B & fhEEE I E R
AT+IPRCFG=<auto_receive>[,<mode>[,<hex>]]

a0
(1) B3hHEEEEES

AT+IPRCFG=1,0,0 /B EhEH string 28, &= : +IPRD: <socket_id>,<data_len>,<data>
OK

+IPRD: 0,15,hello, CMCC IOT 1B EhEWHE 15 £,

AT+IPRCFG=1,1,0 /BB string 228!, #&30: <data>,

OK

hello, CMCC 10T /BRI 15 F 15,

AT+IPRCFG=1,2,1 /B ThEIH hex K38, &K .

+IPRD:<socket_id>,<remote_addr>,<remote_port>,<data_len>,<data>,
OK
+IPRD: 0,"47.93.217.230",2008,15,68656 C6C6F2C20434D434320494F54

(2) FahbEs

EREUE+IPNMIE LIRS, Bid AT+IPRD #5515 H##E, TCP Socket i@t <data_length>S#iZHIEE
KE#YE, MXTF UDP Socket, <data_length>S# T3, BiLHERHEREIE,

AT+IPRD=<socket_id>,<data_length>

AT+IPRCFG=0,0,0 /IFEhEH string 28, &= : +IPRD: <socket_id>,<data_len>,<data>,

OK

+IPNML: 0,15 /1455 0 By Socket UL F| 15 FF5EHE string 23,

AT+IPRD=0,15 /[iEH Socket 0 YL FIH 15 F ¥,

OK

+IPRD: 0,15,hello, CMCC IOT

AT+IPRCFG=0,1,0 //FEhEH string 258, #&3(. <data>,

OK

+IPNML: 0,15 /1475 0 B Socket U2 15 235 string ZKREVETHE,

AT+IPRD=0,15 /[iEH Socket 0 YL ZIH 15 F ¥,

OK

hello, CMCC IOT

AT+IPRCFG=0,2,1 /IFhHEH hex KB, K&K .
+IPRD:<socket_id>,<remote_addr>,<remote_port>,<data_len>,<data>,

OK

+IPNML: 0,15 /1475 0 By Socket UL E] 15 FF5EHE hex FEEL,

AT+IPRD=0,15 /[iEH Socket 0 #FEYLZIKY 15 F ¥,

OK

+IPRD: 0,"47.93.217.230",2008,15,68656C6C6F2C20434D434320494F54

- EFHREFBREXRT, HARKGEUNEIBIKESCER 1-1440Byte, Fl1: H3hiHBEEE
BWRT, EAFsH HIEIENKESEEE 1-1440Byte, FHIEWEKX T, AT+IPRD 54
<data_length>1< E R %A 1-1440Byte;

- ARGIFMKAR SR A PR BN A T M AR AR SR

& kL .
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6.5 XM UDP/TCP

AT+IPCLOSE =<socket>
oK

6.6 UDP/TCP {RERSFEEE
6.6.1 UDP {kBRSEBE

//<socket>A AT+IPSTART FrisE /I <sockid> o

f1# UDP Socket L[5, #EAREWHNR KRR, R48MHRERS PSM REEF, TEEHMEIE UDP

Socket, FJEHZWEEIE, Hlu0:

AT+IPSTART=0,"UDP","47.93.217.230",2008

OK

xgotosleep
*MATWAKEUP
AT+IPSEND=0,0,"1233"
+IPSEND: 0,2

OK

6.6.2 TCP {KER KMk

/B %S 24 0 B UDP Socket, Xtimtiith 47.93.217.230.
i[04 2008, Socket 4= 3GEIH 0-4,

//83 UDP B3,

113t N EERRAR

1/iR FE RERR % MR R

/R EREARMRER /T, FTEEEAIX UDP #iiE.

TCP &E#EI 25, 7 TCP Socket EFNei BN AT], HMAZEIFHNIREER, FEXF TCP UE78E

HENREERR

S

34
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7 TLS BBl &

7.1 TLSSH#Ii&E

AT+TLSCFG=<tid>, <type>,<value>|, <type>,<value>[, <type>,<value>|..]]]

7.1.1 EFNEEREE
TLS ZeFH AR ETEGE LT =MIENR

(1) REBRFHF/IES
ZEX T A UZRBRSI|ES, ERFMAGEE, ALETEBRERSHIRIES. Hl:

AT+TLSCFG=1,1,"182.150.27.42",2,50090,3,0,4,0,5,2

/& ERRSRE IP, Port, 58, 9NSH (40) , O RERZEERS[FIES, BEFMARBEIES,
OK

/ITLS SHE BRI

(2) WIERRFFIED
ZEX T BAKIERSI|ES, FEEEMIRSF[RIEBHEL, Fl0.

AT+TLSCFG=1,1,"182.150.27.42",2,50090,3,0,4,2,5,2

/& ERRSES IP, Port, 558, 91M5# (42) , 2 RRVLARSESHF[/IED, FHNERIIRSH[RIES,
oK

/ITLS S EER I

(3) EFNEFWIEMRSIHES
ZEATIRSF[IEB AR, BRE TIRS[HES, WHENAIERRE, HRXERERSFIE
H, WRRIERRE, EERMRSHRAGEE

AT+TLSCFG=1,1,"182.150.27.42",2,50090,3,0,4,1,5,2
/BRSSP, Port, 8, 91MS# (41) , 1 RELIRSFAIE,
OK

/ITLS SHEERK I

&\ FEZ 35
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7.1.2 EPEE

(1) Rm#EEH, NNESENE
700 TR (1) 0 (3), TUZREBEE, HEEREIERE,

(2) HMEHAE
- UNERRSEEEEME;
OMERRSR/IEBRESE, "k 7.1.1 FriddE=K (2) = (3 ), BRERSH[IER, Flun:

AT+TLSCFG=1,6,1344,1,"—-BEGIN CERTIFICATE-—\r\n
MIIDhzCCAm+gAwIBAgIBADANBgkghkiGOWOBAQUFADA7MQswCQYDVQQGEwWJOTDER\\N
MA8GATUEChMIUGOsYXJTUOWXGTAXBgNVBAMTEFBvbGFyU1NMIFRIc3QgQOEWHhCN\r\n
MTEwMjEyMTQONDAwWWhcNMjEwMjEyMTQONDAWWjA7 MQswCQYDVQQGEwWJOTDERMAS8G\r\n
ATUEChMIUG9sYXJTUOWXGTAXBgNVBAMTEFBvbGFyU1NMIFRIc3QgQOEWggEIMAOG\r\n
CSqGSIb3DQEBAQUAA4IBDWAWGGEKAOCIBAQDAS3zf8F7vglp0/ht6WMn 1EpRagzSHx\r\n
mdTs6st8GFgIIKXsm8WL3xoemTiZhx57wl053zhdcHgH057 Zk+i5clHFzgMwUqgny\r\n
50BwFMtEonILwuVA+T7lpg6z+exKY8C4KQBONnFc7qKUEKHHxVYPZP9al4jwgj+8n\r\n
YMPGn8u67GB9t+aEMr5P+1"

OK

/I8 A NSHE A 1 RREFHEMNIES

AT+TLSCFG=1,6,1344,1,"gmIgNb1LTV+/XjliswwOQuvfwu7uJBVcAOLNOkcmnL\r\n
R7EUQIN9Z/SG9jGr8XmksrUuEvmEF/Bibyc+E1ixVAOhmnM3oTDPb5Lc9un8rNsu\r\n
KNF+AksjoBXyOGVkCeoMbo4bF6BxyLObyavpw/LPh5aPgAlynplYb6LVAgGMBAAGj\r\n
gZUwgZIwDAYDVROTBAUWAWEB/zAdBgNVHQ4EFgQUtFrkpbPeOlL2udWmlQ/rPrzH\r\n
/f8wYwYDVROjBFwwWoAUtFrkpbPeOlL2udWmIlQ/rPrzH/f+hP6Q9MDsxCzAJBgNV\r\n
BAYTAK5SMMREwDwWYDVQQKEWhQb2xhcINTTDEZMBcGA1UEAXMQUGI9sYXJTUOWgVGVz\r\n
dCBDQYIBADANBgkghkiGO9wOBAQUFAAOCAQEAUP1U2ABUKIslsCfdlc2i94QHHYeJ\r\n
SsR4EdgHtdciUl5162J"

OK

/I8 A NSHEA 1 RFREFHEMNIES

AT+TLSCFG=1,6,1344,0,"6Mom+YO0dT/7a+8S6 MVMCZP6C5NyNyXw 1GWY/YR82XTJ8H\r\n
DBJiCTok5DbZ6SzaONBzdWHXwWwmi5svg1dxn7YxrM9dOljxM27WNKs4sDQhZBQkF\r\n
pjmfs2cb4oPl4Y9T9me Tx/lvdkRYEug61Jfn6cA+qHpyPYdTH+UshITnmp5/Ztkf\r\n
m/UTSLBNFNHesiTZeH31NcxYGdHSme9Nc/gfidRaOFLOCfWxRIFqAI47zG9jAQCZ\n\n
7Z2mCGDNMhjQc+BYcdnlOIPXjdDK6V0qCg1dVewhUBcW5gZKzV7e9+DpVA==\r\n

----- END CERTIFICATE—"

OK

11 A NS#A 0 KFRIEBEETH o

- UNEEFREEE.
EEXRBREFRFERIEZEPIneBTaE, AL 711 Fid&X (1) 5 (3), BEREZPIRIES
FNFASH, BMEAENT:

AT+TLSCFG=1,7,<size>,<more>, <certificate>

//<size> HIFEKE, <more>KFEEEHN BN <certificate> HZE FAiEH, HiESRESFEME—3,
OK

AT+TLSCFG=1,8,<size>,<more>, <private_key>

/I<size> AFASPKE, <more>KRREE S ELHIN <private_key>AE FiwFASH, HixSRFIEBEE—H,
OK

& LEen *
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(3) MEAE
ERinSRE[EFERINERTGE, AHIE 711 2K (2) 5 (3), BEERSFER. &F
IREBFA. EEFEWT:

AT+TLSCFG=1,6,<size>, <more>, <certificate>

/I<size> AIEBRKE, <more>KREE N BHN <certificate> h F FmiEH
OK

AT+TLSCFG=1,7,<size>, <more>, <certificate>

//<certificate> A& PIHIEH, AESRFIEREE—H,

OK

AT+TLSCFG=1,8, <size>, <more>, <private_key>

/I<private_key> A& FPisfhsH, AESRESIEBERE—H,

OK

& kL 7
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7.2 s TLS &

AT+TLSCONN=<tid>,<cid>,<time>

a0 :
AT+TLSCONN=1,1,60 //ZESL TLS i&E#E, XEBRESEA 60s,
oK
+TLSCONN: 1,1 /ITLS ZEHEET,

iR [E+TLSCONN: 1,1 ERA TLS iE#edsr, HiREIHMEME, HA TLS EHEEI XY, HiRESR
M5311 AT Command Interface Specification 314 4.5.2 %5,

7.3 XX TLS ##E

AT+TLSSEND=<tid>,<data_len>[,<encoded_method>]
40 .

AT+TLSSEND=1,75,"GET https://182.150.27.42/test.html HTTP/1.1\r\nHost: 182.150.27.42\r\n\r\n"
/R ARG EZ AR, HIEIENBHAS string 1830, HIERNBHEASE HTTP BERBN,

OK

+ETLSEND: 1,69

IBEBREREELER, F210SHAKRT O WBERRIREZETSLFT, A1 WKREERY,

& kL *
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7.4 W TLS #i7

AT+TLSRECV=<tid>,<max_len>[,<encoded_method>]

40 .
//TLS BN R FohiEliEst, R+ TLSNMIBRE, E&1E AT+TLSRECV i% H izl fyEi4E o
+TLSNMI: 1,645 /1#R ¥ 645Byte HiiE,
AT+TLSRECV=1,645,801 /[3EU 645Byte TLS ##E, H4mAZA string ZKH,
oK

+TLSRECV: 1,647,"HTTP/1.1 200 OK\r\nDate: Tue, 18 Sep 2018 03:37:44 GMT\r\nServer: Apache/2.4.27 (Win32)
OpenSSL/1.0.21\r\nLast-Modified: Mon, 27 Nov 2017 01:57:39 GMT\r\nETag: "15c-55eed3a259fdb"\r\nAccept-
Ranges: bytes\r\nContent-Length: 348\r\nContent-Type: text/html\r\n\r\n<!doctype html public "-//W3C//DTD HTML
4.0 Transitional//EN">\r\n<html>\r\n\t<head>\r\n\t\t<title> Test </title>\r\n\t</head>\r\n\t<body>\n\n\t\t<H1>This is an
example page for testing.</H1>\r\n\t\t<H2> This is an example page for testing.</H2>\r\n\t\t<H3>This is an example
page for testing.</H3>\r\n\t\t\t<strong>This</strong> is an example page for testing.\r\n\t</body>\t\r\n</htm[>"

+TLSNMI: 1,69 /3R EEIL 69Byte HiE, ZHIEFIAEA TCPHES,
AT+TLSRECV=1,69,801 /20 69Byte TLS #i#E,

OK

+TLSRECV: 1,-2 //E+TLSNMI $B7RA TCP jE R, TLS HiEHEKR,

+TLSERR: 1,-4 /IR EISEIREE-4, 327K TLS $EHEC BT ( #RARSEEWTH ) o
+TLSCLOSE: 1,1 /X Fi% TLS $&4E,

AT+TLSRMOD=1,1,30,802,512,1000 /R B B3R, HEX 458, BEKHEBRSEHh 30s ( Bhlb#EE

KA BENMSHEZERARY ) , BsiEkSEKEKA 512Byte, #
Y 58 O % EFE 25 1000ms,

OK

+TLSRECV: 1,1024,"485454502F312E3120..." 802

+TLSRECV: 1,158,"3EODOA090...".802 /| B Bhia R, A& HEX,

- <max_len>2HEHBE, EREEHHKE;
- H<encoded_method>=801 Ft, 45 A string &%, string WXBEE., BITHFSEX A\,
I\nlo

& kL *
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7.5 XM TLS &E#

AT+TLSCLOSE=<tid>

a0 :
AT+TLSCLOSE=1 /I F <tid>=1 B TLS &E#E,
oK
+TLSCLOSE: 1,1 FREEZEXRALER, £ 210588 1 RREECKA, H-1REREEXFAXK,
@)\ 1EBH 40
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8 RAIIZE

8.1 RAlFlag ic&

RAIMHEXIZEETER TR EMATREEA XS ZWE, BEPEHN dle 7, M5311@iT
AT+«NBIOTRAI FTBLE RAI X, ZIESER—k, EEBXAXBINZEZES,

ATxNBIOTRAI=<rai>

B4

<rai>

0 XH RAI

1 REFR14LTE, BAIXHEN idle o

2 RENALETE, BEEEATITE, RAZHHN idle 75
&iE

- <rai>=1 X EHAFF ACK B UDP X B A; ZERX TCP 8X%; X TH ACK I UDP XA, &EXE
R, FTRETREEMAIREE . 1) #H% 5 UDP G2 EDHEN idle 7%, M/E#EYE] UDP M\ G, AN EFHEL RRC &
¥, Nt NZ active 75; 2 ) #H%5 UDP GBI# AN idle 75, LEETE#N PSM Bt Edrx, MEZAEEWAE
UDP #iAE;

- <rai>=2 X IEAFH ACK I UDP £ 8 A, BMAXE—NL1TE, BEKE—ANTTEMEABEIRI#HAN idle
x; ZERXBARTUSHEESTR TCP BE2B# N idle 75, EHTF TCP AU FriEsE, 1A T Eid NERES,
FE L EZETE TCP £ AL TG R AT X HERE,

=6
AT+CSCON=1 /[#TFF RRC k7L,
;iSCON: 1 /IRRC RbFE#E7

/EVEE4RS A 0 By UDP Socket, Xfimithiltsh 47.93.217.230, iwmH
24 2008, Socket &S5 EA 0-4,

OK //8% UDP B3,
GO = IMUER—R, BESREBTMNZIES,

OK
//<data_len>A 0 S ERR L IE string KB, BzhitE <data> 1€
B,

//% 0 5 Socket B Ih%& % 21 Bytes &,

AT+IPSTART=0,"UDP","47.93.217.230",2008

AT+IPSEND=0,0, "this is normal string"

+IPSEND: 0,21
OK

+CSCON: 0 //7z ACK By UDP £ 87730, RAI 43, il RRC &E#E,

AT*NBIOTRAI?

*NBIOTRAI: O
OK

+CSCON: 1 //IRRC ZEHEEL .

AT+*NBIOTRAI=2
OK

//AT+*NBIOTRAI=1 {R&EM—x, EATRFEREZAMER 0o

& kL }
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AT*NBIOTRAI=<rai>

Bl (#ELEDT)

//<data_len> 0 S Z=ERFIRAIE string K3, BahitE <data>$<

AT+IPSEND=0,0,"hello cmiot"
S

;IESEND: 0.21 //%€ 0 5 Socket B IN& %X 21 Bytes ##&,
+IPRD: 0,"47.93.217.230",2016,13,hello custom /B RS R FRINE .
+CSCON: 0 /i#% B ATxNBIOTRAI=2 &1, RRC i EDEE#L,

o TCP BMEETRMRIEF, EELiEER AT«NBIOTRAI [RIEFER RRC &,

& kL ”
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8.2 'BUEREM RRC EEIES

AT+RAIREQ 54 A LI 7 RRC E#EA T PUERE A RRC Connection, H#A idle &, EXENEXIESS
ERE (SIEE ) B IP Hitt & % UDPAICMP #3861, IP @HIK/NA 29Byte,

(1) &iEUDP EE2IREE (IERE ) AY IP bk, BEEM RRC E#,
- REZ1ALETE, BEAZIHEN idle 75, F0:

AT+CSCON=1 //¥TFF RRC K7 L3R,

+CSCON: 1 //RRC &b FEHER,

OK

AT=RAIREQ //%3% 1Byte UDP & ( in_E IP €13LF 29Byte ) F| 169.254.123.123:36000
oK (fRE3 1P Huih), IR A3ER LN, RRC Connection ¥4z BIREHT .
+CSCON: 0 //RRC Connection &,

+CSCON: 1 //RRC ZE##E L,

AT+RAIREQ=0,"169.254.10.1",798 /%1% 1Byte UDP & ( fn_t IP &L 29Byte ) % 169.254.10.1:789, HIR
oK &IER T, RRC Connection f§< 37 BIREH .

+CSCON: 0 //RRC Connection &5

(2) & ICMP BRIRE (HEE ) 19 1P Hbllk, FHix IPBETNX, WHERR RRC E1,
- REIAMLEGTE, BREE 1ATTE, RAIHHEN dle 7, Fl:

AT+CSCON=1 /[¥TFF RRC K7 EHR,

+CSCON: 1 //RRC & FEZD,

OK

AT*RAIREQ=1,"114.116.144.151" //%3% 1Byte ICMP € ( fn_k IP f13L% 29Byte ) | 114.116.144.151, 11 R i%
OK IP #13EAT5%, RRC Connection 1§£ 7 BIEEH.

+CSCON: 0 //RRC Connection 5.

&\ HEH 43
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0 fE{EHEXIES

0.1 HBRAOREXR

M5311 B RFREINABENER, AMREHENRXTEORSFEZIIMNITIM, BWEFNE
BERORSRIZENEEE, Hl:

B RAF

AT /IFFIZ EER %% AT E2IR[E OK, IERRERYIBHIES

OK

AT+IPR?

+IPR: 0 /BRIN S BB R RIER o

OK

AT+IPR=9600

OK /AR[E] OK, EIZERHFZEA 9600, rEI4RT, #AS B ERHRTFRE,
AT //1E]BE AT+IPR=9600 %\ 500ms JZ#iN AT Hgkz OK,

OK

- LN AT+IPR, HESRINAEN, B TEOZTRVBLEE—ELER, ZIESBNGEDVER
500ms FABEMIN T —53E<S,
- BEMEASERINEEIEREN, EMAEE—EE&Y, BIXEEGE, ReME—%K, HEUTH
MEHZ—, NemE—kEDREENEIEMINEE,
o o HEAFHIE, ERKNREERL, HITAT+IPR=0EE OK 5, & OENEEKBIHE—
BOEEENEERFEE, HNRERRE, REERAHIT AT+IPR=0RE OK F¥TAEHIE
RLAFER;
o FH/RERMER, ROBENEBERINE—REEEIEERER,

& kL “
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9.2 RITIhEE

(1) XARE, PFUTUTEE—FS<, IER, EREREHRE,

AT+IFC=0,0
AT&KO /&3 F AT+IFC=0,0,

(2) FIABRHERE, FUITUTEE—Fa<, LER, ERERERE,

AT+IFC=1,1
AT&K4 /& F AT+IFC=1,1,

(3) FTFEHRIE, FITUATEE—FH<T, ALEN, ERFRERE.

AT+IFC=2,2
AT&K3 IETF AT+IFC=2,2, RERFAH.

9.3 GPIO

X FFFE GPIOO-1, XtEZ PIN34 X PIN35 5|j), EEH %5 % AT+GPIO,

94 ADC
LATN S ADCO, TRz Pin38 3|,

m MESER: 0~1399mv
m 5% AT+CMADC

& kL ¢
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9.5 LED XTEEEMFHER

B LED IR#AKT: STATE/WAKEUP_OUT
B STATE: XIAZ Pin21 5[H), "TRERERREER. MEREETR.
B WAKEUP_OUT: Xtk Pin16 5|H), AERERIXSIE T,

i@t AT+CMSYSCTRL SRI(T{ERE/ERE, HFAINFE, LED BRAXH,

B STATE & B A RERRZ: AT+CMSYSCTRL=0,1
B MHEET (LED & ): RERES

B H{EREE (LED K ). MEERTS

m {EfE WAKEUP_OUT: AT+CMSYSCTRL=1,1

B STATE & EAMLEIER: AT+CMSYSCTRL=0,2

BERIRE Wt PWM S

KHE 80ms HHT/800ms {KEFE
opE 80ms B HT/3000ms {KHEF
@)\ T EB 4
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10 DNS M &4

10.1 DNS R3St

DNS ARk 5528t B IE A 145 820 TCPAUDP, MQTT., HTTP, TLS. OneNET. PING {E<& &ig AfEtTee S
MBI

m BRiA DNS IR &8 1t

HRIESEE DNS RS AL, WA MR INERIEMEESE S ENEE DNS kFa8thit, &
P& A DNS BRSSasstbil, WIfE AEARKIAR) DNS AR 55283l

A BRIARY IPv4 ARSSEEHE A .

$£—HRE Mt 119.29.29.29
% R& =M 114.114.114.114

A EIAR IPv6 IR Z S5t
£ —RR&S ML 2400:3200:1
# IR e 2001:4860:4860::8888

B 354 EE DNS fRS a5t
EIESHBLE T DNS RSESH, WA IABER IP {E25 DNS AR 85,
IPv4 DNS AR 5583t Fi & K &8, 0.

AT+DNSSER="180.76.76.76",0
OK

AT+DNSSER="223.5.5.5"1

OK

AT+DNSSER?

+DNSSER: 0,180.76.76.76
+DNSSER: 1,223.5.5.5

OK

IPv6 DNS AR 588t Fe & K &8, Hlu0:

AT+DNSSERV6="2001:da8:202:10::36",0
OK

AT+DNSSERV6="2400:da00::6666",1

OK

AT+DNSSERV6?

+DNSSERV6: 0,2001:DA8:202:10::36
+DNSSERV6: 1,2400:DA00::6666

OK

&\ HEH 47
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10.2 DNS fR&Zi&R

m IPv4 DNS M %

AT+CMDNS="iot.10086.cn"
OK
+CMDNS: 183.230.40.127

M5311 S03 B LABTAR A A 37435 IPV6DNS AREZ25EE, M5311 S04 RRZAFT1E AT+DNSSERV6 54 X%
IPv6 AR ESHIEELE

& kL “
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11 IPv6 ML A+4R

11.1 IPv6 AMEE

HRAREN IPv6 Mk, EEEIEMRAY PDP 2£E, M5311 EIAH PDP 28 4" IPvAve” B TR IE R o
B EEA PDP B, BERLEH,

AT+*CGDEFCONT="IPV4V6","" //E L BRIA PDP B A" IPVAVE" IR, £ S EIE L AT {E AR APN,
OK
AT+*CGDEFCONT="IPV6","" //EEBLERIA PDP 22 " IPV6" B Sz 4% IPv6 HUBHAE, E-ANSEUE LAl
{EFH APN,
oK
H A IPVv6 AW
IPV4V6 MiktENT, ERHEE IPv4 B IPv6 PDN:
ATREADY: 1
+CFUN: 1
+CPIN: READY
+IP: 10.149.81.93 [FELATFHE EFTED IPv4 $iiki5% B B 3#7& IPv4 PDN,

+|P: 2409:8900:8500:55bd:1:1:acf9:290 /A FHL{= 2 4TEN IPv6 Hhiikift B 2 & 1Pv6 PDN,
IPV6 BRI, REE IPv6 PDN:

ATREADY: 1

+CFUN: 1

+CPIN: READY

+|P: 2409:8900:8500:55bd:1:1:acf9:290  //#RLAFFHLIE 2 FTEN 1Pv6 HhiikijtBA 2 i#iE 1Pv6 PDN,
EFFVERT IP bR E], FHEEIA TARNEAHIA:

AT+CEREG?

+CEREG: 0,1 /B ME EMZE,

OK

AT+CGPADDR=1

+IP: 2409:8900:8500:55bd:1:1:acf9:290 //Z R IPv6 bk, EEAE & IPv6 PDN,

OK

& kL °
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11.2 IPv6 ¥iE %

m IPv6 PING W%

AT+PING #5432 #F ping IPv6 Hillt R isi#&, F4% AT+PING <type>S#EH 1, fl0:

AT+PING="2001:da8:8000:1:202:120:2:101",16,8000,10,1
OK

+PING: 2001:da8:8000:1:202:120:2:101,44,579
+PING: 2001:da8:8000:1:202:120:2:101,44,620
+PING: 2001:da8:8000:1:202:120:2:101,44,622
+PING: 2001:da8:8000:1:202:120:2:101,44,619
+PING: 2001:da8:8000:1:202:120:2:101,44,272
+PING: 2001:da8:8000:1:202:120:2:101,44,584
+PING: 2001:da8:8000:1:202:120:2:101,44,323
+PING: 2001:da8:8000:1:202:120:2:101,44,322
+PING: 2001:da8:8000:1:202:120:2:101,44,669
+PING: 2001:da8:8000:1:202:120:2:101,44,203
---2001:DA8:8000:1:202:120:2:101 ping statistics -
10 packets transmitted, 10 received, 0% packet loss
rtt min/avg/max = 203/481/669
AT+PING="ipv6.sjtu.edu.cn",16,8000,10,1

OK

+PING: 2001:da8:8000:1:0:0:0:80,45,318

+PING: 2001:da8:8000:1:0:0:0:80,45,526

+PING: 2001:da8:8000:1:0:0:0:80,45,302

+PING: 2001:da8:8000:1:0:0:0:80,45,591

+PING: 2001:da8:8000:1:0:0:0:80,45,678

+PING: 2001:da8:8000:1:0:0:0:80,45,646

+PING: 2001:da8:8000:1:0:0:0:80,45,594

+PING: 2001:da8:8000:1:0:0:0:80,45,673

+PING: 2001:da8:8000:1:0:0:0:80,45,670

+PING: 2001:da8:8000:1:0:0:0:80,45,540
---2001:DA8:8000:1::80 ping statistics -

10 packets transmitted, 10 received, 0% packet loss
rtt min/avg/max = 302/553/678

M5311 S03 R IARTARAT AT 54 % IPv6 #iE &%, S04 kA% 3 DNS & PING W%,

& kL ;
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12 Genie Log £

B GKILOG: & AP <> Modem {£51&. EFiEiXHEH LOG, Modem #H{5S. RRC Decode,
B HSLLOG: S&8thilikiEa%E,

12.1 EEHFR
12.1.1 A KBRHE X LOG HITEL

BT USB B SEEATEENKIK, EFEMIREREX L SH) LOG, A& DBG (PIN 1-2)5
UART 2 (PIN 44-45)54BX GKI 1 HSL LOG.

® Settings

IJE Logging:
GKI
| COM47 | USE-SERIAL CH340 -

| 521600 -

Enable H5L logging:
| COMET -

| 921600 -

[ atabaze:

e M G R 531 1-gntm531 1 -manh1 502 21.3190617C | Browse...

Log Fragments

Enable Fragments

Foot directory for acguizsition files

o huzersh zengdinglihdeskiophhest

Browsze...

B aze name for captured files:

Acquigition interval in Minute
geniglog_1

B0 =

-

[ Ok ][ Cancel ]

M5311 S03 R EhRA AT iE it & F§ WAKEUP_OUT (PIN 16) 3|14 UART 3 TX 3E4EY HSL LOG,

#{#H WAKEUP_OUT 3|HIE A HSL LOG, FMiAl&iZ5Edhk{ER WAKEUP_OUT, &
WAKEUP_OUT 4 HSL LOG /5§, & AT+CMSYSCTRL #5< Frfii ERY WAKEUP_OUT MEEIE R INBE1S k3o

S

51
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I DBG 14 GKI LOG, WAKEUP_OUT {E4 HSL LOG A, $5$BEEINT:

(1) BLE DBG 1E4 GKILOG Ry%iHimOA, & & DBG K4F%A 921600, T
AT+LOGCFG=0,0,921600

(2) BE WAKEUP_OUT £ f UART 3 TX #4EA HSL LOG KyMitiin 0, %8 UART 3TX iKHEER
921600, T:
AT+LOGCFG=1,3,921600

EREAH, mEE

(3) Genie Log Fit & : %+% GKI 24 DBG iRHIH) COM O, K4FZE MM E5 AT+LOGCFG FrEE BERE—,
1%3#E HSL 4 UATR 3 iR RIA) COM [, Database E%&#F 5 E AR Xt B #Y.dec 3T,

& kL §
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12.1.2 USB LOG #ITHY
USB AXIMEX LOG £ SHEA T LR, TEMRIRA A EiRIEEZ I 7 IME LOG,

##E USB 2 PC A3 HH USB COM1 (USB Modem port) &% USB COM2 (USB Debug port) &4 port, ®]
S RIBLE A GKI 1 HSL LOG,

L USB COM1 (USB Modem port)4E4 GKI LOG, USB COM2 (USB Debug port)4E8 HSL LOG A, 15
SEHENT:

(1) BE USB COM1 (USB Modem port)fE-4 GKI LOG Wi Hin A, KSR ELERE, WT:
AT+LOGCFG=0,4

(2) ELE USBCOM2 (USB Debug port)fEA HSL LOG By¥itiimH, MBELTFRE, WT:
AT+LOGCFG=1,5

EREAH, mEE

(3) Genie Log fitE: %+% GKI 4 USB Modem port, R4EFRiZEH 921600 &L E: 3%#F HSL 25 USB
Debug port, Database FEi%#% 5 E #4-hRA R HY.dec X4,

[

® Settings BEN

IJE Logaing:

GKI
| COM30 | USE Modem Por ~|  [gz1600 -

Enable HSL logging:
| COM31 | USB Debug Part »|  |sz1600 v

D atabaze:

E:\ETER ST {43 2 B \MB 31 1-LVAME31 1-MLYH1503_3.0.2.19061

Log Fragments

Enable Fragments
Root directon for acquisition files
cohuzershzengdinglitdesktophtest
Base name for captured files: Acquizition interval in Minute
gemielog_1 =] =
] ] [ Cancel
&\ HEH 53
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12.2 RRC Decoder

RRC Decoder AIEFRESHIEFMEER, NAS BEESHEEE @ TMETE] Wireshark SRFKEL, S BN
TESBEE Wireshark,

O ik it i T T A viveborc BT LIS

IR | RIRE) | WMEN)  BSG) B0 HiTA) &
_‘_' || =3 » - jrﬂ-‘-ﬁ é Protocols
™ Diszlay hidden protocel items
5 ERSEF)... | 5
LI Q SreEn o 7 Diealay byte fields with a space character between bytes
BTN crl4N ‘ SRR o b o st
gﬁ_t_/l\[vl CtrI+B m 00£ ftor imcomplete 1i5actors
hiter Buttons
HRC/BUERE SAM) Ctrl+M Name Resalition
fantaliic - tomiaray | Ctrl+Shift+M 4 Protocols
ESRCFESTOSE  Ctd+AleM 104apci
T—iFE Curl+Shift+N e
B0 Ctrl+Shift+B mﬁp;'fu
ZERE BUEARE AN Ctrl+D 6LoWPAN )
BREEETSE Ctrl+Shift+D ﬁjﬂ zjj"ta
ESEEFESTASE  CrlAD oo ot
BREMERE ffEsE Ctrl+T A-bis OML
B RERETEeE Ctrl+Alt+T :;p
F—HiEgeE Ctrl+Alt+N ACN
Ei—ElaEE Ctrl+Alt+B ACR 122
EHEFFEE... Ctrl+Shift+T :;'B'm
SiEER.. Ctrl+Alt+C ADB (S
ADB Service -
EEV.. Ctrl+Shift+A
P 0K Caneel ] [ Help
EFEAP)... Ctrl+Shift+P
M Wireshark - EiER (] = |
DCT2000 *| DLT User
DDTP
DeviceNet Encapsulations Table
-
. KHSERESS (& User DLTs Table 1?] = |
DHCPvG
DHCPV6 Bulk Leas... =3 DLT Payload protocol Header size Header protocol Trailer size
DIAMETER u 0 (DLT=14 lai ] 0
DICOM ser 0 (DLT=147) nas-eps_plain
pIs User 1 (DLT=148) gsm_a_dtap 0 0
pISTCE User 2 (DLT=149) nas-eps 0 0
f DJIUAV
DLM3
DLSw
DLT_USER
DMP
DMX Channels
DNP 3.0
DNS
DOCSIS
DOF
DRDA < | 1 . 2
DsI
DTCP-IP
pTLS (%) (=)
- o) (Comen ) [ )
L. - . —

r

B\ BEBH ”
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iZ1T genie log, 7 RRC Decoder AIAEF R HEMESHE. BEMRENT,

718 000:00:-01.180 LTE BCCH BCH Mib ERRFCN = 3736, PCI = 192
720 000:00:01.180 LIE BCCH SCH Sibkbl ERRFCN = 3738, PCI = 13

840 000:00:05.080 LTE BCCH SCH Sibx ERRFCN = 3736, PCI = 132
855 000:00:05.110 UL LEM:9& Attach reguest

282 000:00:05.110 LIE_UL CCCH SEBRO Rrc_conmection_reguest_rl3
884 000:00:05.620 LTE DL CCCH SRBO Rrc connection setup rl3
891 000:00:05.6820 LTE_UL DCCH SEBlkis Rrc_connection_setup_complete_rl3
310 000:00:05.750 LIE_DL DCCH SRBlkis D1l informatiom_transfer rl3
91z 000:00:05.750 DL LEN:3& Buthentication regquest

5320 000:00:05.5950 UL LEN:11 Authentication response

325 000:00:05.550 LIE_ UL DCCH SRBlkis Ul informaticn_transfer rl3
336 000:00:06.250 LTE DL DCCH SRBlbis Dl _information transfer rl3
938 000:00:0€.290 DL LENM:8 Security mode command

541 a00:00:08.300 UL LEN:13 Security mode complete

346 000:00:068.310 LTE UL DCCH SRBlkis Ul information transfer rl3
LT 000:00:07.510 LIE_DL DCCH SHEBlkis Dl informatiom_transfer rl3
370 a00:00:07.510 DL LEN:82 Zttach accept

S84 0J00:00:07.550 UL LEN:7 Ettach complete

SE5 000:00:07.550 LIE_UL DCCH SHEBlkis Ul_informaticn_transfer rl3
1087 000:00:08.210 LTE_DL DCCH SEBlkis D]l information transfer rl3
1063 000:00:-08.210 DL LEN:-Z1 EMM information

1835 000:00:28.830 LIE_DL DCCH SRBlkis Rrc_conmecticn_release_rl3
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DLT:
Non-Access-Stratum (NAS) PDU

147, Paylead: nas-eps_plain (Nen-Access-Stratum (NAS)DDU)

0000 .... = Security header type: Plain WNAS message, not security protected (0)
.... 0111 = Protocol discriminator: EPS mobility management messages (0x7)

NAS EPS Mcbility Management Message Type: Attach accept (0x42)

0000 - Spare half octet: 0

Spare bit{s): 0x00

<.--. .001 = Rttach result: EDS enly (1)
GPRS Timer - T3412 value
CPRS Timer: Z min
001 _ = Unit: value is incremented in multiples of 1 minute (1)
...0 0010 = Timer value: 2
Tracking arez identity list - TAL list
Length: &
O... ... = Spare bit{s): Ox00
.00. .... = Type of list: list of TACs belonging to cne FLMN, with non-consecutive TAC values ({(0)
...0 0000 = Number of elements: 0 [+1 = 1 element(s)]

Mobile Country Code (MCC): China (460)
Mobile Network Code (MNC): China Mobile
Tracking srea cocde(TAC): 10794
message container
Length: 4§
ESM message container contents: 5201cl01031505636d636f74066d6ee3303034066d636334. ..
0101 .... = EPE bearer identity: EPSE bearer identity wvalue 5 (5}
- 0010 = Protocel discriminator: EPS session management messages (0xZ)
Procedure transaction identity: 1
NAS EDPS session management messages: Activate defsult EPS bearer context regquest (Oxecl)
EPS guality of service
Length: 1
Quality of Serwvice Class Identifier (QCI):
Access Point Name

[L:1:}]

GCI 3 (%)

Length: 23
AEN: cmiot.mnc004.mcc460.gprs
DON address
Length: 5
0000 0... = Spare bit{s): 0x00
EDN type: IEvé (1)
DDN IPv4: 100.110.177.97
ADN aggregate maximum bit rate
Zlemens ID: OxSe
Length: 4

APN-BMBR for downlink: 5640 kbps

ADN-AMBR for uplink: 2€40 kbps

APN-BMBR for downlink (extended): 100 Mbps
Total APN-AMBR for downlink: 100.000 Mbps
ADN-EMBR for uplink (extended): 100 Mbps
Total APN-AMBR for uplink: 100.000 Mbps
cause

Element ID: 0x58

DN type IDv4 only allowed (50)
Control plane only indication

Cause:

1001 .... = Element ID: Ox3-

... 000. = Spare bit(s): 0x00

— ---1 = CPOI: PDN connection can be used for control plane CIoT EPS cptimization only
EDS mobile identity - GUTIL

Element ID: 0x30
Length: 11
S« B Odd/ewven indication: Ewven number of identity digits
110 = Type of idemtity: GUTI (&)
Mobile Country Code (MCC): China (480)
Mobile Network Code (MNC): China Mobile (00)
MME Group ID: 523
MME Code: 110
M-TMSI: OxcSeei723
network feature support
Zlement ID: Ox&4
Length: 1
1... .... = Contzel plane CIcT EBS cptimizaticn:

Supported
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